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Intended Audience

Air Carriers,

IT Service Provider/Cargo System/Mail System Provider,
Postal Operators,

Ground Handlers
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1. Purpose

The purpose ofthese guidelines is to serve as a guide for air carriers & their partners tobeready to file the mail
advance data to the EU member statesunder the new EU-Import Control System (ICS2). These guidelines review
the building blocks of EU-ICS2 program including timelines, implementation strategy etc. and analyze the impact
onair carriers.

These guidelines also identify the new operating procedures that need to be in place between air carriers and
postal operators, pinpoints gaps between mail and cargo existing business processes, and finally emphasizes
the need for further standardizationworkneed to be undertakenby IATA&UPU.

2.New Security Regime & Mail

Traditionally, postal mail is treated as a specific product by the air carriers and follows its own business
processes & standards separate from Cargo and based onthe UPU Convention (figure 1.0). Due to this special
handling, postal mail was generally exempted from cargoadvance data filing regulationsintroduced by national
governments to mitigate security risks.

Considering security is a top priority and in line with the International Civil Aviation Organization and World
Customs Organization’s latest international standards, many government authorities are tightening their security
measures by upscaling their existing risk assessment programs and considering an extension of their security
requirements to postal mail. The EU has specifically planned to implement such extension in the coming months
(cf. below Section 2). The object of this paper is to evaluate from an air carrier perspective the impact of these
new Mail Electronic Advance Data (EAD) filing requirements for the concerned stakeholders.

Mail
Handling
Procedures

Cargo
Handling
Procedures

Figure 1.0 Air Cargo & Mail Handling
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3. EU-ICS2 Regulation & Mail

As per European Union (EU) Regulation No 952/2013, advanced information (“entry summary declarations”) must
belodged at the EU customs office of first entry within a specific time limit before the goods are broughtinto the
customs territory of the Union. The notion of “goods” covers both air cargo and mail (defined as “postal
consignments”inthelegislation’).

The applicable time limits for the air mode are detailed in EU Regulations 2015/2446 and 2015/2447. According
to these regulations, a partial entry summary declaration (i.e. an advanced filing with a limited number of data
elements) must be provided to the EU Customs office of first entry before loading at the last station prior to
entering EU, and a full entry summary declaration must be providedbefore arrival (under the same air cargotime
limits that have beenapplicable since 2011).

The objective of pre-loading filings is to enable EU Member States to risk assess (for security purposes) the
incoming goods (cargo/mail) and communicate when necessary “referrals” (risk assessment outcomes
requesting a further action from the filing economic operator and its partners, such as providing add itional
information, conducting additional security screening or instruction not to load the goods). The objective of pre-
arrival filings isto enable EU Member States to take appropriate action (e.g. further inspection), if necessary, upon
arrival.

As per the Joint WCO-ICAO Guiding Principles for Pre-Loading Advance Cargo Information (PLACI), the PLACI
systems should not unnecessarily impede or delay the flow of cargo movements through the supply chain
Where anappropriate authority has notified the operator thatit has significant unresolved concerns arisingfrom
its risk assessment processthatrelatetoa possible threat toaviation security, the cargo and mail should notbe
loaded onto anaircraft destined to a PLACI countryuntil appropriate measureshave been takento mitigate that
risk. Exceptinthe case of a Do Not Load message being issued, cargo keeps moving through the supply chain
during the PLACI process. Where such concerns areraised about cargo already intransitby air thes e should be
resolved at the earliest available opportunity.

1 Article 1(24) of the EU Regulation 2015/2446 defines goods in postal consignment as follows:

Goods in postal consignment' means goods other than items of correspondence, contained ina postal parcel or package and
conveyed under the responsibility of or by a postal operator in accordance with the provisions of the Universal Postal Union
Convention adopted on 10July 1984 under the aegis of the United Nations Organisation;
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4. EU-ICS2 ImplementationStrategy

The EU institutions, after consultingwithEU Member  B-PFEr-N | Air express Pre-loading
States and trade, decided to adopt a phased Postal-Air Pre-loading

approachfor theimplementation of the new security
requirements. Considering the complexities involved

Release 2 Air General Cargo

AirE Full
inimplementing these new requirements, the phased N xpress' u
. . . Postal by Air Full
approach takes into account the various business
Release 3 Rail, Road and Maritime

processes and operational capabilities of the
different modes of transport (figure 2.0).

Figure 2.0 EU-ICS2 Phases

The EU institutions have split the approachintothree successive phases. The Mail EAD requirementsare spread
over thetwo first phases:Release 1 for the pre-loading requirementsapplicable to postal operators (“Postal-Air
Pre-loading”) and Release 2 for the mail pre-arrivalrequirements applicable to all air carriers (“Postal by Air Full”).

5. EU-ICS2 ImplementationSchedule

EU-ICS2 releases are planned to be deployed as per below schedule (figure 3.0) providing enoughtimetothe
industry to develop the businessprocesses, systeminterfaces and conductpilottesting

Release 1 Release 2 Release 3
15/03/2021 01/03/2023 01/03/2024

Rail
| Road
I
4
I

I
Air general cargo I

Common system : ; .
e Air express pre-loading Air express full
specifications
ready Postal air pre-loading Postal by air full

[}

i

| I !
] T T |“ T T —T% I*‘ >
2018 2019 2020 2021 2022 2023 2024 2025:

Figure 3.0 EU-ICS2 Schedule

6. EU-ICS2 TraderlInterface

The EU Trader Interface is responsible for implementing the interactions with the economic operators in the
context ofthe ICS2 program, by implementing the trader relevant part of the ICS2 common specifications. The
trader interface consists of severalcomponents.First, thereis the distinction between:

- the shared trader interface (STl)and

- the national trader interface (NTI).

Member states can select to opt-in to use the STl as the implementation of the Trader Interface, or they can
select their ownnationalimplementationas NTI.
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Secondly, thetrader can select to use:
- asystemto systeminterfaceor
- aweb userinterface.

The STl and NTI provide the services required by the ENS filing processes, be it a filing, amendment or
invalidation. The STland NTlare consequently the frontline for the ENSfiling, from a trader’s perspective.

Behind such Trader Interface, the EU Commission has developed an “ICS2 Common Repository system”. The
ICS2 CommonRepository systemis the commondomainIT component of the ICS2 systemthat will provide the
common referential and storage of the ENS data (including lifecycle validation), that will make the relevant ENS
data (individually or merged by consignment) available to the EU Member States customsand that will make the
consolidated ENS data available for risk analysis to the relevant EU Member States It will also collect and share
the risk analysis results amongst EU Member States, and provide data analytic tools. The ICS2 Common
Repository is therefore primarily relevant for EU Member States, while the STI/NTI will be relevant for the filing
traders. The ICS2 Common Repository is also responsible toshare the riskresults and referrals with the traders.

8 MAIL Electronic Advance Data (EAD) Filing



RN

JATA

7.What is requiredfor EU-ICS2 Release 1 compliance?

For operational reasons, postal operators (at origin and destination) already exchange mail item level data
electronically with each other. However, when mail is transiting through a country without the involvement of
local postal operator, Mail data is not filed to the respective customs which is a potential risk and continue to
poseathreat to air cargo supply chain. Consideringabove, Mail transitingthrough an EU member state without
involvement of local EU postal operatoris excluded from EU-ICS2 filing in Release1. It is importantto note
however that Mail PLACIfiling is an additional security layer ontop of the existing security initiatives such as MAIL
screening.

In the Release 1, Postal operators at origin must file Mail EAD (Item level information through ITMATT message)
to the relevant EU Member State. To be compliant with this requirement, UPU has developed a global postal
model that allows origin postal operators to file advance Mail data to the relevant EU Member State via the
destination post located in that same EU Member State. That EU Member State, after/during risk assessment,
can channel the response back to the origin postal operatorvia the destination postal operator (figure 4.0).

Receptacle

Receptacle

MAIL EAD Item Level MAIL EAD ltem Level

Destination

Origin Postal

Operator

Postal Operator '

Referral Referral

Figure 4.0 EU-ICS2 Release 1 Postal Airpre-loading
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8. Analysis of the UPU Global Postal Model

For the complete execution of the UPU global postalmodel, UPUis in the process of enhancing the current postal
standardsand processes (e.g. revision of CARDIT, development of processes to address referralsreceived from
Customs, etc.). Readiness of UPU standards is a pre-requisite for deployment of the EAD global postalmodel.

a. Effectiveness of global postal model
The effectiveness of the global postal model under EU-ICS2 Release 1 will be achieved when:

i.  Allrequired standardsareavailable
ii. Postal systems are enhanced to supportthese new standards
iii. The EU STI/NTlincorporates the functionality to receive, process and respond to the Mail EAD

iv. Pilot testing is conducted between Origin Postal Operators, EU-Destination Postal Operators
and EU Member States

b. Expectedchallenges

In addition to the necessary implementation of the UPU standards by all the postal operators, some
challenges/issues which could potentiallyimpactthe overall securityassessment process are:

i. Carriers might have the mail consignment in their custody without knowing if there is any late
referralissued by an EU Member State

ii. Thereisno visibilityto the EU Member State onthe Mail consignment'’s whereabouts as well as
thetransporting carrier until the carrier is filing the pre-arrival information.

i Risk assessment complete notification is generated automatically from STI/NT I, however there
is no definite timeframe for EU Member States tocommunicate the result of risk assessment

iv.  Mail transiting through EU to a non-EU final destination without involvement of local EU postal
operator is excludedfromfiling Mail EAD requirements under Release 1 and hence continues to
poseathreatto aviation security.

Postal Operators and Carriers are working together on finding solutions to the above-mentioned
challenges inorder to ensure the mail flow.

9. What is the operational impactof EU-ICS2 Release 1 on
Postal Operators?

The following impacts can beidentified for postal operators:

i.  Originpostal operatorsareresponsible for filing Mailitem level data through ITMATT inadvance
to therelevant EU Member State (throughthe EU destination postal operator).

ii. Prior or at the time of tendering Mail consignment to carriers, postal operators are responsible

to communicateto carriersthat Mail item level data has been duly communicatedto the relevant
EU Member State.
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Note: System integration for data filing indicator (Applicable Regulation (AR) Flag? in
CARDIT) will be ready by 2023 (Release 2). In the meantime, air carriers and postal
operators should bilaterally agree on the manual processes to communicate this
information.

iii. New standard operating procedures & system interfaces must be implemented between
a. originpostaloperator and destination postal operator

b. destination postal operator and the destination EU Member State' s relevant
authorities (Customs)

c. originpostaloperator and transporting air carrier for exchanging:
a. latestversionof CARDIT (2.1 orabove) message

Note: AR flagin CARDIT message including AR flag indicating confirmation that data
filing has been done will be available by 2023.

b. latereferral while mail consignment is already inair carrier’'s custody.

Note: system integration for late referral communication will be in place by
Release 2 and in the meantime, air carriers and postal operators will come up
withthe manual processes toresolve late referrals.

iv.  The new SOPs must ensurethat:
a. thereisno outstanding referralfor the Mail consignmenttenderedto air carrier.

b. Referrals (including Do Not Load) fromEUMember Statesare addressed accordingly
by the party inpossession of the Mailand indue time

C. 24x7 contactisinplaceto handlesituationssuchas Do Not Load.

2 Mail consignment in compliance with all applicable Electronic Advanced Data regulations*

*the sending designated operator has checked whether an EAD filing was required, and if required, that all EAD-related datarequired for aviation security
risk assessment has beenfiled in line with the EAD model and PLACI Guideline, and has been provided to the applicable authorityin compliance with all
applicable EAD regulations and that there is no known security threat or outstanding referral at the time oftransmitting the CARDIT
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10. What s the air carrier's involvementin the EU-1CS2?
a. EU-ICS2 Release 1

Postal Operators are mainly responsible for filing the Mail AED in release-l. However, in reality air carriers’
involvement cannot be entirely excluded. As per the “EU Guidance ICS2 PLACI air cargo referral protocols in
more operational detail”:

12

"Standard communication protocolsand/or business proceaures need to beinplace between airlines and
designated operators, to be able to informand promptanactionby theair-carriers ofthe latearrival ofa
request for screening (RFS)and Do Not Load (DNL). It is possible that a designated operator receives RFS
or DNL after a Mail Consignment has been handed over to the air-carrier.”

This implies that to handlelate RFS and DNL situations:

IATA and UPU must make sure that necessary business processes are available

Air carrier and Origin Postal Operator must have SOPs in place and wherever possible the
respective systems mustbeintegrated, so thatthe air carrier can:

a. receiveand process CARDIT information

b. getconfirmationfrom Origin Postal Operatorthat advance data has beenfiled and
thereis no outstanding referralat the time of transmitting CARDIT (either ARflagin
CARDIT is set toindicate that MAILEAD is completed and thereis no outstanding
referral or some sort of bilateral agreement between air carrier and postal
operator).

c. immediately act or adviseinterline partner (ifapplicable) if alatereferral is received
by the Postal Operator once thereceptacleis inthe hands of the air carrier.

In a nutshell, the following three outstanding issues for the EU-ICS2 Release 1 must be addressedin the air
carriers’ standard operating procedures (SOP):

AT.

A2.

A3.

Since Postal Operators are responsible for filing the item level datathroughITMATT message,
air carriers need assurance from the Postal Operator prior toaccepting mail consignment that:

a. Mailitemlevel data (all receptacles ina consignment) has beenfiled to therelevant
EU Member State priorto tendering the mail with air carriers(suchassurance will be
provided through CARDIT AR flag when CARDIT has beenupgraded/by2023,and in
the meantime troughmanual process) and

b. thereisno outstandingreferral.

At present, dueto lack of pilot testing, thereferral processis yet to betested. Althoughitis the
responsibility of the Postal Operator to deal with the referral, air carriers must cater for this
situation for possible late arrival of referral. While the referral between Member State and Postal
Operatorsis always onitemlevel, itis agreedbetween IATA and UPU thatreferralbetween postal
operator and air carrierswill alwaysbe at receptable (mail bag) level.

Generally, air carrier destination station (inthe first EU Customs office of entry)is not involved
in PLACI filing nor referral resolving.However, depending on the timing of late referral, air
carrier destination station may need to beinvolved.

MAIL Electronic Advance Data (EAD) Filing
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b. EU-ICS2 Release 2

In the EU-ICS2 Release 2, air carriers are required to electronicallyinformthe EU Customs office of first
entry about the manifested Mail bags for eachflight (through a message with Master air waybill containing
necessary postal air waybill information lodged in accordance with the time-limits applicable for the mode of
transport concerned) prior toarrival, within defined time frames. For exchanging Mail consignment data, the
Air carrier and the Origin Postal Operator must establish systeminterfacesand the Air carrier must
establishthe communication with the relevant EU Member State(s) (e.g. throughthe STI/NTI).

Figure 5.0 depicts the process.

Receptacle MAIL EAD ltem Level

i . . Referral

MAIL EAD Item Level

Origin Postal Destination
" Operator Postal Operator
MAIL EAD Referral
Consignment
Level
p—
—
E MAIL EAD Consignment Level
Carrier Referral

Figure 5.0 EU-ICS2 Release 2 Postal by AirFull

For handling Mail consignments, air carriers are using dedicated mail handling systemswhich are different from
the core cargo handling system. Traditionally mail and cargo handlingsystemsdon'ttalkto each other as there
isno commoninterface. Figure 6.0 depictsthe Mail and Cargo handling system.
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IATA XML Carrier Handling
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IATA XML
Messaging

Freight QL

Forwarders

- UPU . .
Origin Postal «— EDIFACT —» Mail Handling Ground

’ Operator Messaging System Handler

4 \/

Figure 6.0 Air carrier Mailand CargoHandling Systems

To be compliant withthe new regime, where air carriers must electronically transmit mail consignmentlevel
data, air carriers needs toeither:

= Option-1:Build aninterface between Mail and Cargohandling systems and file Mail EAD data same as
Cargodata, or

= Option-2:Build a new interface between Air carrier (Mail & Cargo system)and the EU-ICS2 STland file
Mail EAD using different format than Cargo data.

To take advantage of existinginfrastructure, business processes betweenthe air carriers and EU member
states and to alignthe Mailand Cargobusiness processes, the air cargoindustryhas decided for option 1. In
order to use the option-I, Postal airwaybill conceptis used, and detailsareincluded insection 11.

11. What has been achieved so far to prepare the industry
for EU-ICS2 Release 27?

BothUPU and IATA areworking together to ensure that industry (air carriersand postal operators)is ready well
in time. The synchronization of mail and cargo processesand systemsrequire to have a common denominator
and the Postal Air Waybill appears to be the perfect candidate. The Postal Air Waybill is identified both by UPU
and IATA as the common denominatorto integrate the mail data with core cargo systems.

The use of Postal Air Waybill, which could be assigned either by carrier or by Post, requires new processes
suchas the distribution of a Postal Air Waybillstock to postal operators by air carriers (if post assignthe postal
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air waybill), assigning the Postal Air Waybill number tomail consignment containing receptacles etc. as well as
systemupgrades for both Postal Operators and Air carriers.

Using the Postal Air waybill approach, IATAand UPU have developed the following:

Business Processes(Figure 7.0) for assignment of Postal Air Waybill either by Postal Operators or
Air carriers

While the original source of mail data will be the CARDIT message fromthe Postal O perator, Air carriers
will be using the Flight Manifest (XFFM), Air Waybill (XFWB) and House Checklist (XFHL) messages to
transmit Mail EADdatato customs.XFHL will be containing the list of Mail receptacles.

These new business processes are built on top of the existing processes (CARDIT/RESDIT) so that
existing accountingrelated processesremain unchanged.

These new business processes provide flexibility as:
a. either Postal Operatoror Air carrier canassign the Postal Air Waybill number.
b. Postal operator, Air carrier or any 3" party can deploy conversion solution

Betweennow and March 2023, the airlineindustry must still define additional business processes such
as:

= Businessrules & general principles for using the Postal Air Waybill
= Mailloaded as part consignmentbased onthe available capacity,
= transit mail,

= transfer mail,

= CN38/CN37 discussion here (flying trucks)

= etc.

Mail & Cargo Messaging Synchronization Guidelines published in the Cargo-XML Manual and
Toolkit

These guidelines cover the general principles as well as detailed instructions for converting a CARDIT
into XFWB and XFHL. IATA and UPU are working onthe business processes for including the Postal Air
Waybillin RESDIT message while air carriers transmit RESDIT back topostal operators.

Therearetwo options for converting CARDIT into XFWB and XFHL:

= Option-I: Direct Conversion (CARDIT -> XFWB and XFHL)
= Option-ll: Indirect Conversion (CARDIT -> Operational System -> Generate XFWB and XFHL)

One ofthe challenges in EU-ICS2 is the unavailability of mail consignment tender information to customs
i.e.indicationthat Mail consignment is in carrier possession now. By using Option-I, Air carriers would be
ableto notify the relevant EU Member State (Customs Office of 1%t entry) that Mailreceptaclesareintheir
custody. Using the option-Il, air carrier will first process the CARDIT message in their operational system,
necessary amendments will be done (ifapplicable) such as splitting the shipment across multiple flights
and then XFWB and XFHL will be generated accordingly. Option-llwill be used to notify the relevant EU
Member State about the exact Mail receptacles manifested ona flight.

Availability of standards

a. CARDIT Applicable Regulationinformation (AR) Flag
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b. IMPCCodelist

c. UPUTranslationTable
The minimum requirement for converting a CARDIT into XFWB 3.00and XFHL 2.00 is to use CARDIT version 2.1.
To ensure compliance withICS2 Release 2, the above business processes must be implemented by the Postal
Operators as well as air carriers. In addition, the Postal Operators’ mail system as well as Air carriers’ cargo
systems must be enhanced to supportthe Postal Air Waybill functionality and messaging standards.
IATA and UPU already developed the standard principles and business processes for the Mail Electronic
Consignment Security Declaration (e-CSD) which are published in the IATA Cargo Services Conference (CSC)

Recommended Practice 1688 i.e. Mail Consignment Security Declaration. The work related to e-CSD will prove
beneficial during the EU-ICS2 implementation.
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Figure 7.0 Business Processes for Postal Air Waybill Assignment
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12. Conclusion& Next Steps

Mail consignments will no longer be exempted from the security risk assessment as of March 2021. To ensure
compliance withthe new Mail EAD regulations, air carriers and Postal Operators must upgrade their Cargo and
Mail systems, validate the newly developedbusiness processesand initiate pilot testing without any delay.

Customs authorities need to be engaged to assess the validity of these business processes and newly
developed solutions hence, the mail EAD pilots must include EU customs/member states on top of the Postal
Operatorsand air carriers.

3" Party IT Service Providers for Mail handling solutions are going to play a key role inthe industryreadiness for
EU-ICS2.

While IATA and UPU have come a long way to address the challenges of EU-ICS2, there are still a number of
outstanding issues including the standardization of the outstanding business processes such as Mail Part
Consignment, Mail Transfer and Transit Mail processes. As the Mail consignment transiting through Europe
Unionwithout involvement of the local EU postal operator are out of scope for EU-ICS2, this maintains a security
risk for aviationand industry as a whole must take necessary steps tomitigate therisk. IATAbelievesthat under
the current EU legislation, if this issue is not resolved by March 2023, air carriers will not be able to carry mail
consignments transiting through EU.

Business processes and new SOPs mustbe agreed and implemented for these scenariosinorder to ensure
appropriate compliance with the upcomingMail EAD requirements cominginto forcein2023in EU.

18 MAIL Electronic Advance Data (EAD) Filing



