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Warning: Fraudulent Emails 

 
 
 
 
 
 

 

This document provides 

information to users of 

IATA products and 

services (e.g. airlines, 

agents, other companies 

and individuals) so that 

they may avoid becoming 

victims of email fraud 

attempts. Please read this 

information carefully and 

share it with your 

colleagues. 
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If you have any questions concerning this document, kindly send your queries to 
information.security@iata.org 
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Email Fraud Techniques 
 

Many types of fraud exist, and email is an inexpensive and popular method for distributing fraudulent 

messages to potential victims. Approximately 90% of all email sent worldwide are spam, spoof and 

phishing. 

Some of the most common fraudulent messages are non-monetary hoaxes or non-monetary chain mail. 

Treat these as you would with any other spam. However, if you receive an email message that appears 

to involve payments, or asks for personal information such as

login IDÜs or passwords, do not respond. 

Do not give out private information, reply to text messages, 

download or open attachments or click on any links in emails 

you are not sure they are genuine. 

Methods   employed   generally   include   elements of the 

following: 

1.    The fraudster contacts users under a false name, 

sometimes similar or identical to the names of IATA 

officials, seeking payment for products or services 

and/or claiming payments for outstanding amounts 

due. 

Several attempts have been 

made to obtain payments from 

users of IATA products and 

services. The most common 

technique is through the use 

of fraudulent emails, with or 

without fake invoices 

attached. Additionally, some 

attachments to fraudulent 

emails have been found to 

contain malware

Recent examples of fraudulent email accounts: 
 

 
Please refer to our website for an updated list of the current most used fraudulent email address.  

http://www.iata.org/Pages/fraudulent-emails-websites.aspx?tab=1
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1.   The fraudster uses a technique which allows the name of the true 

sender of an email to be masked, so that the email appears to have been 

sent from a valid IATA address like invoice@iata.org. In such cases, the 

fraudster asks the recipient to Ûreply-ʃɾÜ another email address, such as a 

Ýß..@ɶɼɰɸl.ɲɾɼÞ. 

 
2.    The fraudster uses forged documents bearing the official IATA logo, 

most likely copied from IATA website. These can appear to be legitimate 

invoices. 

 
3.  The ɵʁɰʄɳʂʃɴʁÜʂ email may suggest clicking on a link. After 

clicking on the link, the user is taken to a fake IATA website that 

requests your login details, the purpose of which is to steal your login 

credentials. 

 

4.  Fraudsters call IATA customers and impersonate IATA staff. This 

attempt at fraud is increasing. Although telephone numbers may seem 

correct based on location, please remember that with Internet phones, 

the fraudster can call from anywhere.  

 

The names of IATA employees in email signatures have most likely 

been obtained when recipients of a first fraudulent email have provided 

copies of previous correspondence with IATA. In some cases, the phone 

numbers in email signatures have been changed to invalid 

numbers, a technique most likely designed to prevent the recipient 

from contacting the sender by phone. At other times, a working number 

is provided, but the person answering is not an IATA employee.  
 
 

Legitimate emails from IATA end in the Û@iata.ɾʁɶÜ domain. For 

different purposes IATA also uses @info.iata.org, @training.iata.org 

@updates.iata.org, @services.iata.org and @bsplink.iata.org.   

 

Situation 1:   Fraudster calling 

IATA customer 
 
Company C received a fraudulent 

email offering a discounted 

Strategic Partnership membership 

renewal for the following year. 

After responding to the fraudster 

with a request to proceed, the 

Company C received an email with 

a fake IATA invoice attached. The 

invoice included bank account 

details in Indonesia. The email 

requested that Company C send 

confirmation of payment via email. 
 

Fortunately, Company C was 

skeptical about the new banking 

instructions and contacted IATA 

directly to verify rather than 

responding to the fraudster. IATA 

was able to warn Company C that 

the email and invoice were 

fraudulent. However, Company C 

received calls from individuals 

purporting to be from IATA, asking 

for payment status. Because IATA 

was able to warn Company C, 

these calls were ignored and the 

fraudster did not receive payment.

 

 

Please remember that although IATA is actively working to implement anti-spoofing 

measures, any email address can be spoofed to look like another. If in doubt, please 

contact information security.

mailto:@gmail.com
mailto:information.security@iata.org
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Examples of fraudulent emails 

Typically, the first contact is a generic email designed to elicit a response from the recipient.  If the recipient 

engages with the fraudsters, they then provide a more detailed request, using language most likely copied 

from our website. 

Being able to recognize fraudulent emails can help prevent you from becoming a victim. 

Following are examples of some emails received by users of IATA products and services. 

  

 

 

 

Example No. 1  

 
 

 

Fraudsters ñspoofingò 

genuine IATA address. 

 

Sense of urgency encouraging you to respond 

immediately or face sanction or suspension. 

IATA invoices can be verified by logging a 

query to Customer Services: 

http://www.iata.org/cs    

 

http://www.iata.org/cs
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Example No.2 

 

 

Sometimes, these emails are accompanied by a fraudulent invoice. The invoice appears at times to be 
based on a genuine IATA or Strategic Partner invoice.  

Fraudsters have been able to make these look reasonably authentic as some recipients of the first email 

have queried the existence of outstanding amounts and provided the fraudster with a copy of a genuine 

invoice that had already been paid, this provides the fraudster with an appropriate invoice style and content. 

Fraudulent invoices in the past have included charges relating to IATA Ground Handling Council 

membership fees, designator fees, discounted Strategic Partnership memberships, and prefix code 

retainer/administration fees. 

Not a valid IATA 

email address. 

Genuine IATA 

domain: 

example@iata.org 

Reference made to 

payment into a 

different account. 
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The fraudster indicates in the emails or on the invoices that new payment arrangements are in force 

and that the payment requested (or simply future payments where the approach is generic in style) 

should be made to a new bank account. 

Bank accounts with the following financial institutions have been used by fraudsters recently; 
however, if a bank is not listed here, it does not necessarily mean that is legitimate from IATA 
account.  

Indonesia: BNI,  Bank BTN,  Bank Mandari, BCA 

United Kingdom: Barclays Bank PLC, HSBC, Nat West Bank, Santander UK PLC, Lloyds Bank PLC, 

Halifax Bank, Metro Bank, Nationwide Bank, Bank of Scotland, TSB Bank, Clydesdale Bank, Guaranty 

Trust Bank. 

India: ICICI Bank. 

Poland: PKO Bank. Bank Pekao. 

Hungary: K&H Bank, Oberbank, Raiffeisen. 

Belgium: Belfius Bank. 

Czech Republic: Unicredit Bank CZK. 

Finland: Paijat- Hameen Osuuspankki Bank. 

United States: SunTrust Bank, Bank of America NA, US Bank. 

Germany: Postbank Hamburg, Sparkasse Lueneburg. 

Italy: Unicredit. 

Malaysia: OCBC 
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Examples of fake invoices/bank notices/letters/ certificates 
 

 

It is important to note that without the efforts of IATA customers, we would not know what 

fraudulent accounts have been opened. If you receive ÛnewÜ banking details in any form, please 

forward them to Information Security whether or not you recognize it to be fraud. Allowing IATA to 

notify the bank and save others from becoming victims of fraud. 

Examples of fraudulent invoices with false banking information: 

 

 

mailto:information.security@iata.org
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Fraudulent letters are issued to obtain payments or information from any IATA stakeholder. These 

letters are sent form fake IATA email addresses and come as attachments in PDF format.  

Examples of fraudulent letters: 
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There is no such prize; in fact fraudsters would request your personal information in order to follow 

up with the prize. Allowing them to misuse your information and identity. 


