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Emal Fraud Teéaniques

Manytypesoffraudexst,ancemails aninexpesveandgopulanethordistbdingfraudulent

messgas to fEmtial viots Approximately 90%lladmail sent worldwide are spam, spoof an
phishing.

Somefthemostommdraudulentessegpren-monetahoaxes normonetactan mal

Treat thesesyouwold withanyothespanHowevgf youeeiveanemainesgathatippears
toinvolve payments, or asks for personal information such as

lodnID$orpasweds donot espond. Several attempts have been
made to obtain payments from

Do not give out private information, reply to teX}JAe$3@8dSproducts and
download or @iathments or click on any links jinegvit@isThe most common

you are not sure they are genuine. IEENMIEUE (5 HIMTUED e U5
of fraudulent emails, with or

Mehodsemplged gemally includeelementstbé | without fake invoices
folowigy: attached. Additionally, some

attachments to fraudulent
1. Thefrauddercomactasesundtrafakenane | emails have been found to

somenesinilaror éericatto thearesof |IATA | contain malware
dficialssekingpaymeibr productsr serves
and/oclairmgpaymentsr outstandiaghounts

due.

Recent exdesof fraudulent email accounts

Heaerefer toumelstefor ampdatdidtofthecurentrost sedraudenemail address.


http://www.iata.org/Pages/fraudulent-emails-websites.aspx?tab=1

. Thefraudder usss a techrigue whichalowshe name of the true
sederofanemd tobemaskd, sathatreemadppeatohavéen
sentrom a valid I1Adddslikeinvoic@iatarg.Insuclisse the
frauder astheradpientoWiplyf arldin emaiddess suchesa

3. . @rEr b .

. Thefrawdder usssforgd docureris beringthedficiallATAlogo,
ma Ikelycopieflom IAT Adxste. Thesecanapear tdoelegimate
INV@0ES.

. Thee 8 W[ nemdilmayduggestlickingon a link After
clickingonthe ihk,theuseris takeno a fakel ATAweldte that
requdsyoulogn ddaik theouposef withistosteajour lom
credental

. Frauddes calllATA cigomasand mmsaoae IATA ST, This
atteq atfraudsincessig Althoughdiephoneurbersmaysem
cored le=don locatiopleseremenabthatwih Intenetphoes
thefraudercan allfromanywhere.

Thenamesof |ATA arployeem emd sigatures havarostlikely
ben obtainedenredpens of &rstfrauduleatailhaverovidd
copasd peviousorepadence WIATAIn sorecass theplhone
numhrs in emd signaturesave ben chaged to invald
numles a techniqumostikelydeignedo prevnt theredpient
fromcontaicigthesenddryphoe Atotheimesawaking number
isprovidedhuthe persaarsvengisnot alATA emplee

Lediimete emds from IATA endin the ®igar 1 dmin. For

different purposes IATA als@infeeiata.or@training.iata.org

@ydates.iata.p@services.iataamd@bsplink.iata.org

Situati _ | li
IATA customer

Company C received a fraudulent
email offering a discounted
Strategic Partnership membership
renewal for the following vyear.
After responding to the fraudster
with a request to proceed, the
Company C received an email with
a fake IATA invoice attached. The
invoice included bank account
details in Indonesia. The emalil
requested that Company C send
confirmation of payment via email.

Fortunately, Company C was
skeptical about the new banking
instructions and contacted IATA
directly to verify rather than
responding to the fraudster. IATA
was able to warn Company C that
the email and invoice were
fraudulent. However, Company C
received calls from individuals
purporting to be from IATA, asking
for payment status. Because IATA
was able to warn Company C,
these calls were ignored and the
fraudster did not receive payment.

contaatformabnseLrity.

Feae reember thattadughATA isactely wéing tampemerdnismding
meares ayemaihddesscan bepofedolookikeanotd. If indoubfjeae
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Exantes ofdudulent emails

Typicayl thdirstoontacsagenecemaiesigneibdicitarepaosdromheeadpen. If theedpent
empgs whtherauderstheyhemrovdeamaee detailesbquesusinianguge nost ikelycopied
fromoumeaste

Beingbleo recogree frauduleeimailsanhelpgreent youfrombeonmnga vicim.
Folowingare exnpes acdomemailseivethyusersflATA productsd seroes

Example No. 1

'ATA Fraudsters s

genuine IATA address.

From: IATA Invoiceing [mailto: invoices@iata.org] [reply to: iata.acc@gmail.com] <——
Sent: Sunday, June 12, 2016 6:11 AM

To: undisclosed-recipients:

Subject: IATA Invoice |ssue

Dear Sir,

Your company still have IATA invoices that are overdue for payment , Kindly check your records and get
back to us as soon as possible if payment has been made we would appreciate if you could send us a
copy of the Invoice... Failure to do so may lead to sanctions <—

Expecting your usual prompt co-operation

| Sense of urgency encouraging you to respol
immediately or face sanction or suspens
IATA invoices can be verifiethy logging a
Best Regards, guery to Customer Services:

httn://www iata.ora/cs

Karen Welsh
Accounts fInvoicing
International Air Transport Association

IATA Head Office.


http://www.iata.org/cs

Example No.2
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=’=== Not a valid IATA
g‘“’g email address.
Genuine IATA
IATA
examplé@iata.org

From: International Air Transport Association <payments@iatacollections.com> <———
Sent: Mon, 6 Jun 2016 11:44:55 -0400
Subject: IATA OUTSTANDING INVOICES!!

IATA OUTSTANDING INVOICE

Our Record shows that you have IATA invoices that are due for payment, kindly check your records and
get back to us as soon as possible for payment, as failure to do so may lead to sanctions. Please note <—
there is an update in vendor account information, we request you contact us for resolution of this due(s).

We expect your usual prompt cooperation.

Best Regards, Reference made to
- payment into a
different account.

Lora Gomez
Accounts/Invoicing
Email- payments@iatacollections.com

International Air Transport Association
800 Place Victoria, PO Box 113
Montreal - H4Z 1M1

Quebec - Canada

Sometimes theseemasareacocom@aniedby afrauduat invoie Thenwaceappeas atimeso be
besednagenuel ATA orSrategiBarterinvace.

Fauderhavéem alle tanakéheelookressaablyautnic es sorereapentofthefirstemail
haveueedthe existeofoutstandiaghounéadprovidethefrauder wih acopyfagenue
invacethat hadreadyen paidkisprovidsthdrauder vih ampprojatenvicestyeand content.

Faudulent iregsin the gahaveénclaedclagesrelating tATA Gound Hamali Council
memloghipfess desigaor fess, dscounte@raegic Partnergnigmiships,and prefizake
retainerfaistation &s.



Thdrawderindcdesntheamaisorontheinvoicegatnewpaymentarangemesareinforoe
andthatthepaymt requestdar snply futue paymenigher¢heapproashgene in stig)
shouldemad&oa newabkaocouh

Bankawounts wih the folowng financial mgtitutions havebean used by frede's recently
howeveif a bank is not ligedhere,it doesot necessrily meanthatis legitimate from IATA
account.

Indbnesa: BN| Bank BTNBank Mand&CA

United KingdoBarclaygank PLBSB\at West Basdmtander UK Plog@d8anieLC
Halifax Bamitetro BanKationwide B&dnk &cotland SB BaritydesdaBank, Guaranty
Trust Bank

IndialCICI Bank

Poland®’KO Bank. Bank Pekao

Hungank&H BanlOberbarikaiffeisen

BelgiunBelfius Bank

Czech Republimicredit Bank CZK.
FinlandPaijatHameebsuuspanBaink
UnitedtatesSunTrust BaB&nk of America NA, US Bank.
Germanybstbartfambur@gparkasse Lueneburg.

Italy Unicredit.

Malaysi®®CBC




Exanies of fake invoices/bank notlcesriditatss

It isimportant to nate that without the efarts of IATA customersye would nat knavwhat
frawdulent acoounts have been gpened. If youreeive WenUberking detils in any form plesse
fawardthem to Infarmaton Searity whether or nat yourecayize it to befraud. Allowing IATE
natify thebank andsave athers fram becomingvictims of fraud.

Examples of fraudulent invoices with false banking information:

ds
=2 E
IATA

INVOICE
Inizrnainnal Ar Trassport Associainon
800 Sguare Yictoria, P.0 Bax 113
L N Moertreal Oushes H4Z INI
Billed For BST 0I2877730801232
Kalgin International Freight Services

Unit 1, 151 Beauchamp Rd Matraville NSW 2036
Australia

Customer No:  TATA-40036950
Invoice No: 90066283
Invoice Date:  14.04.2016
Page 1/2

Product Description Pariad Quantity Wit Price Discont Total

or Amspurt or Fate

ANNUAL MEMBERSHIP FEE 08.11.14 === et
FIXED FEES US$4,500.00
CASS SYSTEM FEES 08.11.15 === §

IATF =xconptribution®* Uss 1,500

Sun-tatal

Total Amount Due

6,000.00%

PAYMENT REMARKS:

* ANNUAL MEMBERSHIP FEE' /CASS
International Airline Training Fund
{(IATF)*** contribution  $1,500.00 Taxable Tax Tax Dus

Amount Rate 50.00"*

PAYMENT CODE: TRANSFER o acon
UsD 6,000.00

CURRENCY: USD



mailto:information.security@iata.org

g@s INTERNATIONAL AIR TRANSPORT

'ATA ASSOCIATION
|ATA Indonesia, Summitmas Il, 17th Floor,
INVOICE | Jend. Sudirman Kav. 6l-62, lakarta-
12190

G5T Number 107510570R10001

CHANGE OF ACCOUNT DETAILS

This is to inform you that there as been a change in our vendor account
details for all IATA payment, Kindly check below for our new vendor IATA
Indonesia Bank Account details and update your system for future payment.

BANK NAME : Bank Bni
ACCOUNT NUMBER : 0359898765
ACCOUNT NAME : IATA

BANK ADDRESS : Bank Bni branch imam bonjol tangerang Indonesia

SWIFT CODE : BNINIDJA



Fraudulent lettare issued to obtain payments or information from any. [Ri@setakeholde
letters are sentfakenlATA email addeealcome as attachments in PDF format.

Examples of frauduétters

‘.'
IATA

Dear Sir/Madam,

International Air Transport Association (IATA) is currently working
on an exercise to reconcile actual account's (Depts) totals with
those that are noted on our Accounting system.

As a member of IATA; I have been tasked with making contact with
a number of deptors to collect and reconcile data.

I would therefore be grateful if you could revert back by return
Email with totals owned by you as at 31 July 2015.

This exercise shall in no way hamper the usual workings of our
finance department, but give us an independent verification of
totals.

Please do not hesitate to contact the undersigned if you have any

queries.
Yours Faithfully, ‘.'
L IATA
¥ &
4 S
s ettt fdi»
Guy Brazeau fank

Director : ‘! ,"
IATA Consulting 3‘ g E

Tel: +1-514-874-1329, ext.

Mob: +1-514-402-0202 I A TA
brazeau@iataconsult.org




Theresino suphze;in fact fraudstersld request your personal infayrdation fiollow
up with the prllowing thesmisuse yanfiormation ahehtity.
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