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CARGO SECURITY 

FREQUENTLY ASKED QUESTIONS 

Definitions for words in bold are given at the end of this document. 

Q1. Should all cargo be secure cargo before uplift?  

A1.  Yes. It is IATA policy that cargo should always be secure before being loaded 
 onto a commercial aircraft. This means it must either come from a secure 
 supply chain or be subjected to screening. 

Q2. What is a secure supply chain?  

A2. It is a supply chain in which each member of the chain, who has access to the 
 cargo, has followed relevant security procedures and protected the cargo 
 from  unauthorized interference whilst it is in their care. Each supply chain 
 member must only handover secure cargo to another member who must 
 similarly act to maintain its status. 

Q3. Which screening methods are approved? 

A3. Screening methods can vary between States but may include; application of 
 regulated agent and known shipper programmes, alongside, but not in 
 addition to conventional x-ray, metal detectors, physical hand search, Explosive 
 Detection Systems (EDS) including canine (specialist dogs), Explosive Trace 
 Detection (ETD), full flight simulation, and decompression. 

Q4. What is the threat from air cargo carried on a combination air carrier? 

A4. Generally the threat is considered to arise from the introduction of an improvised 
 explosive device into a consignment of air cargo before it is loaded into the aircraft 
 hold.  

Q5. What is threat from air cargo carried by all-cargo aircraft?  

A5. Principally it is considered to be from a terrorist(s) taking control of an aircraft and 
 using it as a weapon of mass destruction. The risk is that a person, having hidden in 
 a box could break out of it while in-flight, access the flight deck and take control of the 
 aircraft. There is a limited history of people secreting themselves inside cargo boxes, 
 although not necessarily with the intent of committing an act of unlawful 
 interference.  

Q6. What is Annex 17? 

A6. Annex 17 is the security Annex to the ICAO Convention on International Civil 
 Aviation. It contains International Standards and Recommended Practices for 
 Safeguarding International Civil Aviation Against Acts of Unlawful 
 Interference. The International Standards are binding for States, which contract to 
 the Annex. 
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Q7.  Who regulates air cargo security? 

A7. All aspects of aviation security are regulated separately in each State by its 
 designated appropriate authority. Those States who have contracted to 
 Annex  17 should implement security regulations, which are consistent and 
 compatible with the International Standards it contains.  

 Note: In 2002 the European Community (EC) issued a framework regulation 
 intended to lead to "common rules" and "common basic standards". All Member 
 States  should  implement regulations, which are consistent and compatible with this 
 framework.     

Q8. If Annex 17 contains International Standards why aren't contracting States 
 security programmes already harmonized and mutually recognized? 

A8. The standards contained in Annex 17 are generic in nature. They require 
 interpretation and tend to be interpreted differently. 

Q9. Why are the security requirements for combination and all-cargo carriers  different? 

A9. The threat posed by cargo uplifted on combination carriers is different to that 
 posed by cargo uplifted on all-cargo aircraft. Therefore to be proportionate  the 
 security controls applied should be different.  

Q10.   What are the fundamental principles of IATA air cargo security policy? 

A10. (i) Cargo must be secure cargo before uplift. 

 (ii) Security Controls must be proportionate to the threat and risk 

 (iii)  Cargo must be secured as close to the origin of the supply chain as  
  possible. 

 (iv) Solutions must be integral to routine cargo operations and include all  
  key supply chain stakeholder segments wherever possible.  

Q11. What is the IATA Cargo Security mission? 

A11. “To simplify cargo security by developing an integrated solution, which involves all 
 key supply chain stakeholder functions, is proportionate to the threat, effective, 
 harmonized and sustainable.” 

Q12.  What is the difference between a known shipper and known consignor? 

A12. These terms are usually used to describe the same entity, however there may be 
 differences in State validation methods and ongoing operational  requirements. 
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Q13.  What is the difference between a Regulated Agent and an Indirect Air Carrier 
 (IAC)? 

A13. Indirect Air Carrier (IAC) is the term used only in the USA to describe a Regulated 
 Agent.   

Q14. What is the World Customs Organization (WCO) Framework of Standards To Secure 
 And Facilitate Global Trade?  

A14. In the context of cargo security, the Framework aims to: 

  (i) Establish standards that provide supply chain security and facilitation at a 
  global level to promote certainty and predictability. 

  (ii) Strengthen co-operation between Customs administrations to improve their 
  capability to detect high-risk consignments. 

 (iii) Promote the seamless movement of goods through secure international trade 
  supply chains.  

Q15.  What is the difference between aviation security and Customs security 
 requirements for cargo? 

A15. Aviation security requirements are intended to prevent any act of unlawful 
 interference (during transportation). In the context of cargo security, Customs 
 requirements aim to detect and prevent the loading of undeclared and /or illegally 
 possessed weapons, weapons transportation systems or parts thereof, which are 
 intended for assembly and use after transportation. 

Q16.  Why doesn't IATA support 100% screening of cargo? 

A16. 100% screening would require the application of technical or other means to all 
 cargo to identify or detect explosives etc. We do not believe this is proportionate to 
 the threat or the best method of achieving cargo security.  

Note: 100% screening is generally incompatible with the current business model in 
 which most cargo is delivered to air carriers pre-built by the customer.    

Q17. What is IATA SEMS?  

A17. SEMS is the IATA Security Management Systems, which provide a structured and 
 standardized approach to arranging and implementing aviation security requirements. 



25-Mar-2009                   Page 4 

AIR CARGO SECURITY DEFINITIONS 

Note:  Some definitions are set by ICAO (the International Civil Aviation Organization) 
 while others are variously set by interested parties (e.g. the EC, Sate appropriate 
 authorities, IATA etc.).  

Disclaimer: Knowledge levels and understanding of cargo security vary considerably. 
Interested parties do not always use defined terms correctly.  

D1. Account consignor.  An entity who originates cargo and whose security 
 procedures have been assessed by a Regulated Agent or air carrier, as 
 being  sufficient to allow carriage of that cargo on an all-cargo aircraft  without 
 further screening.  

D2. Act of unlawful interference.   These are acts or attempted acts intended to 
 jeopardize the safety of civil aviation and air transport, i.e.: 

 (i) Unlawful seizure of aircraft in flight, 

 (ii) Unlawful seizure of aircraft on the ground, 

 (iii) Hostage-taking on board aircraft or on aerodromes, 

 (iv) Forcible intrusion on board an aircraft, at an airport or on the premises of an 
  aeronautical facility, 

 (v) Introduction on board an aircraft or at an airport of a weapon or hazardous 
  device or material intended for criminal purposes, 

 (vi) Communication of false information such as to jeopardize the safety of an 
  aircraft in flight or on the ground, of passengers, crew, ground personnel or 
  the general public, at an airport or on the premises of a civil aviation facility. 

D3. All-cargo aircraft.   An aircraft configured for only the transport of cargo (i.e. no 
 passenger compartment).  

D4. Appropriate authority (for aviation security).   The authority designated by a State 
 within its administration to be responsible for the development, implementation and 
 maintenance of the national civil aviation security programme.    

D5. Authorized Economic Operator (AEO).   An entity involved in the international 
 movement of goods who has been approved by or on behalf of  a national Customs 
 administration as complying with World Customs Organization (WCO) or equivalent 
 supply chain security standards.      

D6. Aviation Security.   A combination of measures, human and material resources 
 intended to safeguard civil aviation against any act of unlawful  interference.  



25-Mar-2009                   Page 5 

D7. Aviation Security Programme.   A programme which sets out all aspects of the 
 arrangements, standards and procedures to be followed by an entity so as to 
 consistently achieve required levels of aviation security. 

 D8. Background check.   A check of a person's identity and previous experience, 
 including where legally permissible, any criminal history, as part of the assessment 
 of an individual's suitability to implement a security control and/or for unescorted 
 access to a security restricted area.  

D9. Cargo.  Any property carried on an aircraft other than mail, stores and 
 accompanied or mishandled baggage.    

 Note: For the purposes of handling, loading, securing and transporting,  operator’s 
 stores and COMAT are treated as cargo.  

D10. Combination (air) carrier.   Air carriers who transport both cargo and  passengers 
 on the same aircraft and on which the cargo and passenger areas are separated by a 
 barrier or net.   

D11. Dangerous Goods (DG). Articles or substances that are capable of posing a risk 
 to health, safety, property or the environment when transported by air, and which are 
 classified as such in the IATA Dangerous Goods Regulations (DGR).  

D12. Dangerous Goods Regulations (DGR) A document (manual) published by 
 IATA in order to provide procedures for the shipper and the operator by which 
 articles and substances with hazardous properties can be safely transported by air on 
 commercial flights. 

D13. Exempt cargo. Cargo is normally exempt because of its nature, or because 
 other protective measures are routinely applied, and the appropriate authority of the 
 State concerned believes the application of security controls is therefore 
 unnecessary.  

 Note: Commodity types that are granted exempt status vary between States. 

D14. Express cargo.   Time critical material normally collected and delivered on a 
 door-to-door basis.   

D15. Flight simulation.   This is achieved by subjecting the cargo to a simulation process, 
 which effectively reproduces flight conditions normally expected on the route the 
 cargo is intended to fly, including atmospheric changes and duration.   

D16. Harmonization. Harmonization is achieved when security standards and 
 controls, which are of a similar type and effectiveness (of deterrence and 
 detection capability) are similarly implemented.  

D17. ICAO.   ICAO is the acronym for the International Civil Aviation Organization.  

D18. IOSA. IOSA is the acronym for IATA Operational Safety Audit.  
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D19. ISAGO.   ISAGO is the acronym for IATA Safety Audit for Ground Operations.  

D20. Known cargo.   A consignment of cargo accepted by a regulated agent or 
 operator directly from a regulated agent, operator or known shipper/consignor, to 
 which appropriate security controls have already been  applied, and which is 
 thereafter protected from unlawful interference, Or 

 A consignment of unknown cargo that has been subjected to appropriate 
 security controls, made “known,” and which is thereafter protected from unlawful 
 interference.     

D21. Known consignor / shipper.   An originator of shipments for transportation by air 
 who has established business with a Regulated Agent or an Operator on the basis 
 of having demonstrated satisfaction of specific requirements for safe transportation of 
 cargo. 

D22. Mail.   Dispatches of correspondence and other objects tendered by and  intended for 
 delivery to postal administrations in accordance with the rules of  the Universal Postal 
 Union (UPU). 

 D23. Mutual recognition.  Recognition and acceptance by two or more State  appropriate 
 authorities of the equivalence and acceptability of each others' aviation security 
 programmes.   

D24. National Aviation Security Programme.  The documented programme of a 
 State for safeguarding civil aviation operations against acts of unlawful  interference 
 through regulations practices and procedures that take into account the safety, 
 regularity and efficiency of flights. 

D25. Operator.  A person, organization or enterprise engaged in or offering to  engage in 
 an aircraft operation.   

D26. Originator.   A grower, manufacturer or assembler of goods who handles the 
 cargo at the origin of the air cargo supply chain.   
 
D27. Proportionate.   A proportionate cargo security solution should provide  suitable and 
 sufficient deterrent and detection capability, given the nature and severity of threat. 
 No more and no less.      

D28. Quality control.   The audit, inspection or testing of the output of a process, which 
 may be a product, service or function, to determine an operator’s compliance with the 
 requirements of the security programme Or 

  Quality control activities are typically sponsored by operations, maintenance or 
 security managers, who have the direct responsibility for the security of  operations.  

D29. Regulated Agent.   An agent, freight forwarder or other entity who conducts 
 business with an operator and provides security controls that are accepted or 
 required by the appropriate authority in respect of cargo, courier, express 
 parcels or mail.  
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D30. Screening.   The application of technical or other means which are intended to 
 identify and/or detect weapons, explosives or other dangerous devices,  articles or 
 substances which may be used to commit an act of unlawful interference. 

D31. Security audit. An in-depth compliance examination of all aspects of the 
 implementation of the national civil aviation security programme. 

D32. Secure cargo.   This has the same meaning as known cargo.    

D33. Security control. A means by which the introduction of weapons, explosives or other 
 dangerous devices, articles or substances, intended for use to commit an act of 
 unlawful interference, can be prevented.   

D34. Security Equipment.   Devices of a specialised nature for use, individually or as part 
 of a system, in the prevention or detection of acts of unlawful interference with civil 
 aviation and its facilities.  
 
D35. Security inspection.   An examination of the implementation of relevant  national civil 
 aviation security programme requirements by an airline, airport,  or other entity 
 involved in security. 

D36. Security Management System (SEMS).   The documented system of an Operator 
 based on threat assessment to ensure security operations consistently fulfill all 
 requirements mandated in the national civil aviation security programme of the State 
 of the Operator in the most eff icient and cost effective manner considering the 
 operational environment of the airline.  

D37. Security Manual.   A manual or series of separate manuals containing policies,
 procedures, instructions and other guidance relevant to the implementation of the 
 Security Programme, which is intended for use by operational personnel in the 
 execution of their duties.  
 
D38. Security Programme.   A programme consisting of requirements and/or  standards 
 adopted for the purpose of safeguarding international civil aviation against acts of 
 unlawful interference.  

 The Security Programme of an operator is compliant with the requirements of 
 applicable civil aviation security authorities in the State of the Operator and 
 States where operations are conducted.  

D39. Security Survey.   An evaluation of security needs including the identification of 
 vulnerabilities that could be exploited to carry out an act of unlawful interference, and 
 the recommendation of corrective actions.  

D40. Security Test.   A covert or overt trial of an aviation security measure that simulates 
 an attempt to commit an unlawful act. 

D41. Security Threat.  A measure of the probability of an act of unlawful interference 
 being committed against civil aviation.  
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 Baseline threat level: Indicates low threat conditions where, in the absence of 
 verifiable intelligence information to indicate that any aircraft operator or  airport  has 
 been targeted for attack, there may be the possibility of unlawful interference by 
 individuals or groups due to causes such as civil unrest, labor disputes and the active 
 presence of anti-government factions. 

 Intermediate threat level: Intelligence information indicates there is a probability that 
 one or more aircraft operators and/or airports are targeted for attack. 

 High threat level: Intelligence information indicates that one or more aircraft 
 operators and/or airports are specifically targeted for attack.  

D42. Sustainable.   To be sustainable solutions must be operationally and financially 
 deliverable in the long-term.  

D43. Transhipment cargo.  Any consignment of cargo which has been transported to  an 
 airport in a state other than the one in which it originated for onward carriage by air.  

D44. Unknown Cargo.  A consignment of cargo tendered to a regulated agent or 
 operator that has not been submitted to appropriate security controls, or 
 

 A consignment of cargo subjected to appropriate security controls that may 
 have or is confirmed to have been subjected to unlawful interference.  

 

 


