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Updated September 12th, 2008

To all IATA Travel Agents

Merchant Requirements for PCI DSS (Payment Card Industry Data Security Standards)
The Payment Card Industry (American Express, Discover, JCB, MasterCard Worldwide and Visa International) has created and mandated specific security standards that apply to all entities that process, store and transmit credit card data. Travel Agents, Global Distribution Systems and Airlines must demonstrate compliance to the International Card Schemes.

It is in the best interest of each individual business to adopt these compliance measures to avoid data compromises, possible fines and damaged reputations. 

The following information is being provided by IATA to assist Travel Agents in understanding what PCI DSS is, how it impacts their business and what are their responsibilities to the International Card Schemes.

The rising incidence of stolen cardholder account data is a major concern for all participants in the Payment Card Industry.  As a result of these thefts, merchants and financial institutions suffer fraud losses and unanticipated operational expenses, and consumers are inconvenienced significantly. 

 

To help you to protect your business and your customers, IATA has contacted MasterCard Worldwide, who is a founding member of the Payment Card Industry Security Standards Council (PCI SSC).  IATA has been able to obtain authorization to provide you with the link to excellent training material in the form of several webinars, which we encourage you to view at your convenience on the following link:
http://www.webcasts.com/mastercardpci
The stand-alone modules provide a 360-degree view on PCI and cover all aspects including:

· Background and structure of the PCI SSC;

· Detailed review of the requirements;

· An insight into the experience of British Airways as merchant in working towards PCI compliance;

· A discussion by a fraud expert of the key factors of Account Data comprise (ADC);

· Insight and tips from a Qualified Security Assessor (QSA) of how to prepare for a successful PCI Assessment;

· Insight into the overall PCI picture as well as what happens after a merchant has submitted their PCI compliance results. 

We recommend that you visit this site, as it will provide you with more information on how to reach compliance on this security requirement by the payment industry.

For more information please see the following Questions & Answer sheet.

Questions & Answer for Travel Agents

Q:
WHAT IS PCI DSS?

A:
PCI DSS stands for Payment Card Industry Data Security Standards. These were created by the Payment Card Industry (American Express, Discover, JCB, MasterCard Worldwide and Visa International) to protect confidential credit card information against theft. 

There are 12 requirements to the PCI DSS that must be met:

Build and maintain a secure network:

1. Install and maintain a firewall configuration to protect cardholder data

2. Do not use vendor-supplied defaults for system passwords and other security parameters

Protect cardholder data:

3. Protect stored cardholder data

4. Encrypt transmission of cardholder data across open public networks

Maintain a vulnerability program:

5. Use, and regularly update, anti-virus software and programs

6. Develop and maintain secure systems and applications

Implement strong access control measures:

7. Restrict access to cardholder data by business need-to-know

8. Assign a unique ID to each person with computer access

9. Restrict physical access to cardholder data

Regularly monitor and test networks:

10. Track and monitor all access to network resources and cardholder data

11. Regularly test security systems and processes

Maintain an information security policy:

12. Maintain a policy that addresses information security for employees and contractors

Q: 
WHY DO I NEED TO COMPLY?

A: 
PCI compliance is sound business practice. It protects your clients, avoids credit card fraud, secures your business reputation and removes the risk of fines and fees due to non-compliance in the event of a card data compromise.

A recent study on airline fraud by Deloitte found that an airline on average is victim to USD1 million dollars a year in credit card fraud. Large international carriers face fraud upwards of USD5 million per year. 

To protect your business from risk and the Airlines from loss, Airlines have amended Resolution 890. Its Section 2.1.5, effective 01/01/2008, reads as follows:

The Agent shall ensure their full compliance with the Payment Card Industry Data Security Standards, as provided by the card companies and made available to agents through IATA, and that all sensitive card data obtained during the process of completing a card sales transaction is handled, stored, and transmitted with due regard to the security of the data. 

Q: 
What is IATA doing about credit card fraud?

A:
IATA is coordinating PCI compliance across the entire passenger sales process, from ticket sales to settlement. This includes Travel Agents, GDS’s, data processing centers, BSP offices and airlines. 

Q:
HOW DO I BECOME PCI COMPLIANT?

1. Go to the International Card Companies Schemes websites (American Express, Discover, JCB, MasterCard Worldwide, Visa International) of your country and read their instructions for PCI compliance.

Your acquirer will also be able to explain to you the PCI DSS requirements.

2. Determine your Merchant Level. For example, Visa International classifies Merchants as follows:

	Merchant Level*
	Description

	1
	Any merchant-regardless of acceptance channel processing over 6,000,000 Visa transactions per year. 
Any merchant that Visa, at its sole discretion, determines should meet the Level 1 merchant requirements to minimize risk to the Visa system. 

	2
	Any merchant-regardless of acceptance channel-processing 1,000,000 to 6,000,000 Visa transactions per year.

	3
	Any merchant processing 20,000 to 1,000,000 Visa e-commerce transactions per year.

	4
	Any merchant processing fewer than 20,000 Visa e-commerce transactions per year, and all other merchants-regardless of acceptance channel-processing up to 1,000,000 Visa transactions per year.


Note: This was extracted from the Visa International website. However you must also check American Express, Discover, JCB and MasterCard Worldwide Merchant Levels at their respective websites.

3. You must consider PCI DSS compliance for:

a. The card transactions processed on behalf of the Airlines, under the Airlines own card acceptance merchant agreements

b. The card sales conducted under your OWN card acceptance merchant agreement

4. Read what your validation requirements are as per your Merchant Level. This information will be available on the International Card Schemes’ websites.
5. Typically you will be invited to fill out a self-assessment questionnaire and hire a specialized provider to scan your Internet access for vulnerabilities, if you have Internet access.
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