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A Reminder: SIS Browsers - Important Security Update

Z2Reminder: SIS Browsers - Important Security Update

Dear SIS User, as per previous bulletin issued on 2" May 2019, please be reminded of the upcoming security restriction

for SIS IS-WEB access to be implemented on 24-Jun-2019 with SIS Release 1.14.2.0 deployment.

In order to keep the platform safe and not expose SIS and its integrated ICH solution, it is mandatory for all users
concerned to proceed to a browser upgrade to the most recent version by contacting their IT department. Similar to
the exercise conducted in August 2018, SIS access will be restricted with a reinforced browser control and only the
below browsers will be accepted from the date of implementation:

e Chrome v60 and above

e Internet Explorer v11 (i.e. blocking all previous IE versions like IE9 / IE10 )

e Edge vil3and above

e Firefox v60 and above

e Safariv12 and above

For users accessing SIS with browser Internet Explorer v11, a special attention is required to ensure the following
configurations are made in the Internet Explorer browser settings to successfully access SIS after 24™ June 2019. Use

your IT department as necessary to help you for this important configuration check.


https://www.iata.org/services/finance/sis/Documents/Bulletins/SIS-Communication-2019-May.pdf

Step 1: Open Internet Explorer v11 browser.
Step 2: Press the ‘F12’ key on your keyboard to open the browser settings. Click on the tab titled “Emulation”.

Step 3: Refer to screenshot below and make changes to match configurations.

e P https//iswebqa.iata.org/iswebsl ~ & | Search. L~

wr SIS::Log On

%GDE
IATA

SIMPLIFIED INVOICING AND SETTLEMENT

Welcome to IATA's Simpiified Invoicing and Settiement service, the senvice

hat enables electronic biling and setiement for the air transport industry To l v
access the service, please Jog-in now. If you do not have a log-in, please
embn ok B SIE Cr v | b oF srmsse mon maim wim

Dengse e reamnce— vero, PR~ === [ERE G ¢ 5 [

v 11 (Default)

Mode Display Geolocation ;0
Document mode | 11 (Default) v| © Orientatior Landscape v Simulate GPS ®0ff OOn ()Onbutno sign 8
Browser profile  Desktop v 7 Default v Latitude 7
User sgent string  Internet Explorer 11 (De ] tude | 3

Both the fields should be

selected to IE11 This field should be

selected to IE11

Step 4: Go to browser ‘Tools’; refer to screenshot below and make changes to match configurations.
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Step 5: Save all changes and restart browser.

IMPORTANT NOTE: if you have not proceeded to the recommended upgrade prior to the date of 24-Jun-2019, your

SIS access will be restricted (you will not be able to login) and you will be requested to upgrade immediately.

Kind regards,

SIS OPERATIONS TEAM
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) better. Together.
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Montréal, Québec, H4Z 1M1

Canada

IMPORTANT PRIVACY INFORMATION:

The International Air Transport Association (IATA) does not sell or rent your email address to any third party. You received this email message due to your
membership, participation or interest in IATA. IATA sends various advertisements, promotions and special announcements regarding products and services
that we feel may be of interest to you.

If you wish to contact us, please click here.
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