Cyber Aircraft Incident — Part 1
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Scenario Part 1

INCIDENT TAKES PLACE

Aircraft crashes in UK.

International flight/strict and (effectively) unlimited pax liability.

Passenger manifest multinational including multiple US citizens and therefore
various jurisdictions.

US aircraft manufacturer.
Early speculation of Avionics /software issue /malfunction.

Speculation turns to firm reports of avionics/software issues plus intelligence
reports that this could be a malicious ( terrorist act) via an employee/contractor
introducing malware during aircraft maintenance.

This is followed soon after by a terror organization claiming responsibility and N

declaring that this malware will affect multiple aircraft worldwide. %““’"E
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Scenario Part 1(Cont'd)

Speculation turns to firm reports of avionics/software issues plus intelligence
reports that this could be a malicious ( terrorist act) via an employee/contractor
introducing malware during aircraft maintenance.

This is followed soon after by a terror organization claiming responsibility and
declaring that this malware will affect multiple aircraft worldwide.
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Scenario Part 2

(i) No further incidents have occurred so a broad discussions for all the panel on
multiple issue and considerations occur :

- PR -how this is all managed especially as the narrative develops and
changes in terms of the cause of loss and the wider implications . (What the
airline has to do next to limit the damage (alert all authorities,
airlines, manufactures etc.)

- PR and interaction with the authorities/intelligence services etc.

- Assume formal grounding/recall/make good?). Coverage discussions vis a
vis the airline loss going from AR to war as well as what coverage exists for
grounding and products. Clearly many of these costs will be uninsured. But
all software is made safe and no further losses.

(i) another incident occurs with all speculation and evidence pointing to a 2nd

attack.
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IATA Integrated Solution for Ground

Operail

/ Identification & update ofindustry
recommended practices

o

‘ GADM
Global Aviation Data
Management

Hazard identification, data
analysis, and feedback

AN

RISK

Management

ISAGO
IATA Safety Audit for
Ground Operations

—

On-site verification of implementation
of ground handling procedures

Risk management is the key to connecting the
critical components in ground operations

N

IGOM
IATA Ground
Operations Manual

Development and implementation
of the standardized procedures

/



Management of Safety

2 2016-2019 ISAGO strategy to implement full SMS
2 All SMS provisions now standards

21 Compliant with ICAO SMS for air & aerodrome
operators

2 ISAGO audits assess SMS implementation
A ISAGO assessment in airline risk management
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Management Systems

2 ISAGO Headquarters audits assess corporate
management & oversight of ground operations at
all stations

2 Includes corporate management of development
and implementation of processes & procedures

2 ISAGO Station audits assess implementation and
compliance with corporate processes & =i
procedures IATA



Standardization

2 ISAGO standards founded on industry best
practices

2 1GOM, AHM and IATA cargo best practices/regulations
iIncorporated

2 Updated annually

2 Complementary to IOSA standards for ground &

cargo operations P
_2VE
IATA



ISAGO — New Model first year facts
and figures
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ISAGO Registration — Current Status

2 184 GSPs ISAGO Registered

71 operating at 31 1 stations at
21212 airports waorldwide
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New ISAGO Registry
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Services provided:

Download Audit Report
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View more details
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ISAGO 2019

7 Similar expectations to 2018
2 About 300 audits (over 50 new locations)

71 Board of Governors request to explore potential
mandate of ISAGO for IATA member airlines
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ISAGO - next steps

2 ISAGO Strategy

7 Program promotion and growth

2 Standardization, auditing consistency and focus on
Auditor performance

7V Program’s success measure
7 Digital transformation
2 Move towards assessing SMS effectiveness



ISAGO - GSP Insurance Cover

71 Review completed
7 Aviation third party risks
2 ISAGO liabilities

7 Incorporation of insurance pro forma in Audit
Agreement
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Statistics - IOSA Registered Airlines

China & North Asia

Europe 45
Americas 1 57
92
Asia-Pacific
Africa & Middle East 71
65
13 May 2019



|JATA Operational Safety Audit (IOSA)
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|IOSA reducing redundant industry audits
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JOSA 2019

7 Continue Digital Transformation — Focus on Data Analytics

7 Implementation of “Auditing the Effectiveness”

7 Flight Data Analysis
71 Risk Assessment and Mitigation Documented( Y  Implemented

7 Monitoring of Wet-Lease, Code-share, etc.

Suitable O

Effective
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Cyber Aircraft Incident — Part 2

Co-Chairs:
 Reid Sawyer (Marsh USA) and Steve Lloyd (JLT)
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« Theresa Gallagher (Global aerospace)
 PengLim (Kennedys)

 Rob Lawson (Clyde and Co.)

« Edward Spencer (HFW)
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Scenario Part 1

INCIDENT TAKES PLACE

Aircraft crashes in UK.

International flight/strict and (effectively) unlimited pax liability.

Passenger manifest multinational including multiple US citizens and therefore
various jurisdictions.

US aircraft manufacturer.
Early speculation of Avionics /software issue /malfunction.

Speculation turns to firm reports of avionics/software issues plus intelligence
reports that this could be a malicious ( terrorist act) via an employee/contractor
introducing malware during aircraft maintenance.

This is followed soon after by a terror organization claiming responsibility and N

declaring that this malware will affect multiple aircraft worldwide. %““’"E

IATA



Scenario Part 1(Cont'd)

Speculation turns to firm reports of avionics/software issues plus intelligence
reports that this could be a malicious ( terrorist act) via an employee/contractor
introducing malware during aircraft maintenance.

This is followed soon after by a terror organization claiming responsibility and
declaring that this malware will affect multiple aircraft worldwide.
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Scenario Part 2

(i) No further incidents have occurred so a broad discussions for all the panel on
multiple issue and considerations occur :

- PR -how this is all managed especially as the narrative develops and
changes in terms of the cause of loss and the wider implications . (What the
airline has to do next to limit the damage (alert all authorities,
airlines, manufactures etc.)

- PR and interaction with the authorities/intelligence services etc.

- Assume formal grounding/recall/make good?). Coverage discussions vis a
vis the airline loss going from AR to war as well as what coverage exists for
grounding and products. Clearly many of these costs will be uninsured. But
all software is made safe and no further losses.

(i) another incident occurs with all speculation and evidence pointing to a 2nd

attack.
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Keynote Speaker:

Robert Webb QC, Chairman of
Darktrace Ltd.
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Terrorism Panel

Chair:
 Yann Bissuel, Reunion Aerienne & Spatiale

Additional Expertise: Jette Varnals (AXA/XL), Bruce
Carman (Hive Aero), Tarquin Follis (Othrys Ltd.)

Panelists:

 LucyBradshaw (JLT Speciality)
« Lottie Catto (Hiscox)

« Danny Spender (Control Risks)
« Joseph Smith (Control Risks)
 Nick Powis (World Aware)
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Cyber Risks - Looking Forward -
Panel of experts discussion on what
the future may hold

Chair:
Elizabeth Holton (IATA)

Panelists:
 Mike Beck (Darktrace)
Robert Webb
Pascal Buchner (IATA)
Nick Humphrey (Kennedys)
Tarquin Follis (Othrys Ltd.) -
Joseph Smith (Control Risks) gﬁgg
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Thank you to our Sponsors

&&  Gallagher

Insurance | Risk Management | Consulting
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