Gyber Security Risk
Mitigation Practices

2nd ‘ Edition



IATA Table of Contents
Table of Gontents

1 L Yo 11T 7T o SRS 3
2 General Mitigation Strategies ..............ooooiiiiiiii e 4
2.1 0T T =T (o ] T 6

2.2 Top Mitigation Strat@gies ........coi i e 6

2.3 TS ToTU ] 42 O] 1 {4 o] - TR 8

2.4 INFOrMAtioN SNAMNG.........oviiiiiiii et e e e e e e e e e e e e s e a e e e e e e e e eeaaans 9

3 Tactical Mitigation Strate@gies ..............ooiiiiiiiii i e 10
3.1 Reservations and Associated INterfaces....... ... 10
3.1.1 HUMAN FACLOTS ...t e e e e e et e e e e e e e e e nnnes 11

3.1.2 Mitigation SErategies ........uveiiiiiiii e a e e e 11

3.1.3 SECUNEY CONMIOIS....eeiiiiieiie et e sttt e e s et e e e e e s rnbeeeeean 12

3.2 Departure Control SYSIEM ... e 12
3.21 [ (8] P= T T = T (o] PP PPRPRR 12

3.2.2 Mitigation SErategies ........uveiiiiiiii e a e e e 13

3.2.3 SECUNEY CONMIOIS....ceiiiiiiiiie et e e st e e e s et e e e s s rnreeeeean 13

3.3 Customer-Facing WEDSItE...........ooi e 13
3.31 [ (8] P= T T = T (o] PP PPRPRR 14

3.3.2 Mitigation SErategies ........uveiiiiiiii e a e e e 14

3.3.3 SECUNEY CONMIOIS....eeiiiiiiiiee et e e st e e e s st e e e e s rnreeeeean 15

3.4 ElectroniC FIIGNt Bag ........cooo ittt et e e 15
3.41 [ (8] P= T T = T (o] PP PPRPRR 15

3.4.2 Mitigation SErategies ........uveiiiiiii i e e e 16

3.4.3 SECUNEY CONMIOIS....eeiiiiiiii et e e st e e e s et e e e s s rneeeeeean 16

3.5 ACARS/Data Link CommMUNICAtIONS...........uiiiiiiiieiiiiee e e e 17
3.51 [ (0] P= T T = T (o] PP PPRPRR 17

3.5.2 Mitigation SErategies .......uuveiiiiiii i a e e e 17

3.5.3 SECUNEY CONMIOIS....eeiiiiiiii et e e st e e e s et e e e s s rneeeeeean 18

4 Mitigation Timing and Rotation ... e 19
4.1 Ty iTe F= o o T I o 11 T PP 19

4.2 Mitigation ROTATION ... et e e st e e s eneeeeas 21
4.2.1 Rotating Mitigation Strategies........cceeieiiiiiiee e 22

2ND EDITION, JULY 2015 1



D
l= =\
Wy

IATA |ATA Aviation Cyber Security Toolkit

5 Incident RESPONSE PIAN ...ttt e e e e e e et e e e e e e e e s e nnnteeeeeeaeeeaaannns 23
T 11 ] 0 1T TV SRR 25
(€] (oL 7- 1 VO PEPPRR SO 27

2 2ND EDITION, JULY 2015



	Notice / Disclaimer / Copyright

	Table of Contents
	1 Introduction
	2 General Mitigation Strategies
	2.1 Human Factors
	2.2 Top Mitigation Strategies
	2.3 Security Controls
	2.4 Information Sharing

	3 Tactical Mitigation Strategies
	3.1 Reservations and Associated Interfaces
	3.1.1 Human Factors
	3.1.2 Mitigation Strategies
	3.1.3 Security Controls

	3.2 Departure Control System
	3.2.1 Human Factors
	3.2.2 Mitigation Strategies
	3.2.3 Security Controls

	3.3 Customer-Facing Website
	3.3.1 Human Factors
	3.3.2 Mitigation Strategies
	3.3.3 Security Controls

	3.4 Electronic Flight Bag
	3.4.1 Human Factors
	3.4.2 Mitigation Strategies
	3.4.3 Security Controls

	3.5 ACARS/Data Link Communications
	3.5.1 Human Factors
	3.5.2 Mitigation Strategies
	3.5.3 Security Controls


	4 Mitigation Timing and Rotation
	4.1 Mitigation Timing
	4.2 Mitigation Rotation
	4.2.1 Rotating Mitigation Strategies


	5 Incident Response Plan
	6 Summary
	Glossary



