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Introduction

The threat landscape affecting air cargo, mail and supply chains continues to evolve. In July 2024, Improvised
Incendiary Devices (IIDs) were used to target air cargo and supply chain interests with the aim of causing
disruption and destruction. These IID incidents exposed gaps and vulnerabilities within the current system and
existing national and international aviation security frameworks.

Purpose and Applicability

This guidance material includes a brief synopsis of the IID incidents, and the general threat posed by incendiary
material to aviation. The guidance then summarizes a range of enhanced security measures that air carriers or
supply chain partners may consider implementing to reduce risks posed by IIDs.

This guidance is primarily designed for IATA members engaged in the uplift of air cargo and mail, using
dedicated cargo aircraft or as belly-hold cargo on combination/passenger aircraft. The guidance may also be
relevant for supply-chain partners (including Regulated Agents, Known Consignors and Freight Forwarders)
and governments

This guidance document will be reviewed and adjusted as the threat picture continues to evolve.

Terminology and Definitions

This guidance is designed for an international audience. Every attempt is made to align terminology used
throughout this document with international framework and universally accepted best practices. Individual
States or regions may use differing terminology within their jurisdiction and national legislation. Air Carriers
must ensure they are aware of and understand any potential differences in terminology and definitions across
their operating jurisdictions.

Improvised Incendiary Device Incidents

In July 2024, reports emerged that air cargo and supply chain interests had been targeted with Improvised
Incendiary Devices (IID). The events are summarized below:

e InJuly 2024, two parcels containing an IID caught fire in Europe. The first parcel ignited inside a
logistics facility and the second caught fire on the tarmac during transfer to an aircraft. Both incidents
caused contained damage, with no fatalities or damage to aircraft/airports reported.

e The parcels were tendered by unknown individuals (defined as an 'Unknown Customer’ by this
document) that did not have an established or traceable relationship with the entity offering the
carriage.

e The parcel contents included a device (IID) packed among other items. The other items included an
incendiary chain designed to initiate fire and cosmetic tubes with the contents discarded and replaced
with flammable substances intended to sustain the fire. The seemingly innocuous items (liquids and
electronic items) were packed and constructed in a manner so as to conceal an IID inside and to avoid
detection through conventional security measures (such as security screening). The lIDs were artfully
concealed inside consumer electronic devices. The IIDs combined with the additional incendiary
substances were designed to ignite and spread fire.

3 IATAIID Guidance Material - Version 3 as at 1 June 2026
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¢ Inthe immediate aftermath, several countries imposed additional security requirements on inbound
cargo. The matter was later reported to the International Civil Aviation Organization (ICAQ) as an Act of
Unlawful Interference (AUI).

e Further incidents, allegedly involving both 1IDs and Improvised Explosive Devices (IEDs) were reported
in Canada and Europe as late as January 2025, indicating a continued threat. While investigations are
ongoing, available information indicates that these acts were deliberate and designed to cause damage
and disruption.

Incendiary Material and Civil Aviation

Anincendiary substance is quite simply a substance or material that is capable of catching fire, causing fire or
burning readily. Incendiary material can be carried safely in the hold of an aircraft for legitimate trade and
business purposes, provided Dangerous Goods Regulations (DGR) are fully complied with. Incendiary material
comes in a range of forms including powder, gel, liquid or solids. Examples include chemicals, metals,
flammable and combustible liquids, and commercially manufactured devices designed for the purposes of
illumination. Such material is generally forbidden in the cabin of aircraft and must be declared, labelled, packed,
loaded and carried in the aircraft hold in accordance with International Civil Aviation Organization (ICAO), Annex
18-Safe Transport of Goods by Air provisions.

If not accurately declared, labeled, packed, and loaded onto an aircraft in accordance with Dangerous Goods
(DG) provisions, especially given the exponential proliferation of lithium battery powered devices and e-
commerce, the carriage of incendiary substances may pose a significant risk to the safe operation of an
aircraft. Anonboard fire spread by incendiary material may cause catastrophic damage, resulting in severe
injury, loss of life and loss of aircraft.

A significant and novel concern arises should threat actors seek to weaponize and ship these chemicals with
the intent of causing harm or disruption either during the transportation process, or at the destination, by
triggering the incendiary properties of certain dangerous goods, assembled into an 1ID.

Incendiary Weapons

As of 2025, incendiary weapons including white phosphorus, thermite, napalm-like substances and chemical
incendiaries continue to be used in several active conflict zones, raising serious humanitarian and legal
concerns. Incendiary weapons have been used in attacks against aviation interests. An example includes the
firebombing of Pan Am flight 110 at Rome-Fiumicino Airportin 1973.

During World War ll, incendiary weapons were widely used by both the Axis and Allied powers to cause
destruction through fire rather than explosive force. These included thermite, magnesium and phosphorus
bombs, napalm and firebombing devices including cluster bombs and Molotov cocktails.

Recognizing the need to protect international humanitarian law principles, minimize unnecessary

suffering and protect non-combatants in armed conflict, Protocol lll of the Convention on Certain Conventional
Weapons (CCW) was adopted in Geneva on 10 October 1980. Protocol lll aims to protect civilians and civilian
objects from the harmful effects of incendiary weapons, which are designed to set fire to objects or cause burn
injuries through flame or heat. It prohibits the use of incendiary weapons against civilians or civilian objects
under any circumstances and restricts use in military contexts.
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What is an Improvised Incendiary Device?

AnlID is an incendiary weapon (assembled into a device), using a combination of substances that may be
individually innocuous, but in combination, initiate a chemical, exothermic reaction, resulting in combustion of
either the chemicals involved, or with the packaging material. 1IDs are designed to set and spread fire and burn
for a sustained period for the purposes of causing harm and destruction.

IIDs contain the below components:

Power Source Switch Initiator Incendiary

These components may be integrated or combined within another item such as a children’s toy or electrical
device, that appears harmless from the exterior. A unique feature of IIDs, is that they may be packed with, or in
close proximity to separate incendiary material. The primary charge serves to initiate the fire while the
secondary charge (other incendiary material packed with the [ID) compounds the effects by intensifying and
spreading the fire.

The term "Improvised Incendiary Devices" (IIDs) is used herein to refer to these unconventional incendiary
threats.

lID Concealment

IIDs are typically designed to conceal their internal components and are often assembled using common,
everyday materials that in isolation appear harmless. It's important to understand that [IDs can vary widely in
design, shape, and form. Despite the four standard components, there is no uniform method for assembling or
integrating these parts into a functional device.

Difference between |[IDs and IEDs

An 1ID should not be confused with an Improvised Explosive Device (IED). The key difference lies in their
function and composition: an IED contains explosive materials and is designed to detonate (explode), while an
IID is intended to generate intense heat, flame and spread fire rather than explode.

IIDs are typically made using commonly available materials and incendiary substances, making them easier to

assemble with readily available components. In contrast, IEDs require explosive components, which are
generally more difficult to obtain or manufacture, especially in civilian settings.

5 IATAIID Guidance Material - Version 3 as at 1 June 2026
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The Threat of Improvised Incendiary Devices

Unlike IEDs which are a well-documented threat to civil aviation, the intentional weaponization of incendiary
substances into an unconventional IID appears to be a new modus-operandi targeting air cargo and supply
chains.

The recent events clearly demonstrate the evolving IID threat impacting air cargo, mail and supply chains and
highlight the critical need for new or revised compensatory measures to mitigate the associated risks.

The need for flexibility

Air cargo is highly diverse, ranging from small parcels and consolidated shipments to oversized, dense,
perishable, hazardous, or specialist cargo. Similarly, air cargo operational models and supply chains vary
significantly. The application of 100% physical screening may be impractical, ineffective, or operationally
disruptive for some types of cargo. For this reason, the air cargo security regime has been designed to
accommodate the diverse nature of air cargo operations by integrating the necessary flexibility.

A range of measures are available to support the detection of 1IDs beyond the application of security screening
alone. When determining the most effective approach to IID detection, the full suite of available measures
should be considered, including both screening and other security controls.

These measures should be assessed in context with the specific operation, risk profile and types of cargo
being carried, combined with the availability and capability of human resources, equipment, technology, and
physical security arrangements.

While screening remains a valuable and often highly effective tool, it is only one part of a broader security
system. Effective air cargo security depends on the integration of a layered approach, incorporating screening,
procedural controls, physical protection, trusted supply chain measures, and continuous risk assessment.

In summary, while security screening may be regarded as one of the most effective security measures, it
should not be viewed as the only solution. This is particularly important when considering the limitations of
existing screening equipment, including calibration, detection algorithms, and screener training. A flexible, risk-
based approach is therefore essential to ensure that cargo security measures remain practical, proportionate,
and effective.

Security Measures to mitigate the risks posed by IIDs

Air carriers must prioritize full compliance with all applicable international and national aviation security
standards and policies. This includes adherence to their home State's National Civil Aviation Security
Programme (NCASP), relevant foreign NCASPs, national regulations, IOSA requirements, and the carrier's own
Air Operator Security Programme (AOSP) and Supplementary Station Procedures (SSP) (where applicable).

Although international Standards and Recommended Practices (SARPs) and related guidance materials are
already well established, the current framework continues to place significant emphasis on Improvised
Explosive Devices (IEDs) as a primary threat to air cargo and supply chain security. This focus largely stems
from historical incidents and attacks targeting aviation using this method. However, the tactic of weaponizing
incendiary materials within parcel shipments introduces a novel and troubling modus operandi that warrants
increased attention.

6 IATAIID Guidance Material - Version 3 as at 1 June 2026
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The July 2024 1ID incidents underscore the shifting threat landscape impacting air cargo, mail and supply
chains, exposing vulnerabilities within the existing security regime. These vulnerabilities are potentially global
and may be exploited by a range of threat actors. Existing international aviation security SARPs, guidance and
framework are not necessarily sufficient in mitigating the potential risks posed by IIDs.

Subsequently, there is a need to develop and implement enhanced compensatory measures to strengthen
existing framework. The enhanced measures outlined in this document aim to provide a higher level of
protection against lID-related threats. They should supplement —and not replace or circumvent the carrier's
existing international and national aviation security obligations. Depending on the operational context and risk
profile of each carrier, these enhanced measures may be considered either individually or as part of a
comprehensive suite.

It is important to note that these enhanced measures are optional. Theirimplementation should be guided by a
thorough assessment of the carrier's specific risks, vulnerabilities and environment, inherent to their operation.

The enhanced measures are detailed in Appendix A.

Additional Resources

A range of additional resources, guidance and training material are available and may further assist air carriers
in understanding and addressing the threat of IIDs. These resources are summarized in Appendix C.

Disclaimer

The security measures outlined in this document are not exhaustive and do not replace or circumvent existing
international aviation security SARPS, guidance, or national regulations. Air carriers and supply chain entities are
responsible for ensuring they comply with all relevant national and international aviation security requirements.

Some States may have specific or enhanced requirements that differ to or exceed the international baseline
requirements. The enhanced security measures listed in this document may be required by certain States. Air
carriers and supply chain entities are responsible for ensuring they comply with all relevant security
requirements, including emergency, enhanced, or additional requirements that may be imposed by certain
States.

Air carriers and supply chain entities need to perform their own risk assessments to determine the applicability
and suitability of the recommended security measures to their specific operations and broader threat context.

Summary

Recent events have highlighted the need for extra vigilance and implementation of appropriate security
measures to protect against the emerging threat of lIDs. By evaluating and considering the security measures
outlined in this document, aircraft operators can help ensure a robust defence against emerging IID threats while
maintaining compliance with international security standards, and their IOSA obligations.
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Acronyms
ACAS Air Cargo Advance Screening
AOSP Aircraft Operator Security Program
ASP Airport Security Program
AUI Act of Unlawful Interference
AWB Air Wayhbill
CCTV Closed-Circuit Television
DG Dangerous Goods
DGR Dangerous Goods Regulation
EC European Commission
ECAC European Civil Aviation Conference
EDD Explosives Detection Dog
EDS Explosives Detection Systems
ESP External Service Provider
ETD Explosive Trace Detection
EU European Union
IATA International Air Transport Association
ICAO International Civil Aviation Organization
ICHM IATA Cargo Handling Manual
ICS2 Import Control System 2
IDS Intrusion Detection System
IED Improvised Explosive Device
IID Improvised Incendiary Device
IOSA IATA Operational Safety Audit
IRM IATA Reference Manual for Audit Programs
ISAGO IATA Safety Audit for Ground Operations
ISM IOSA Standards Manual
ISO International Organization for Standardization
NCASP National Civil Aviation Security Program
NCASQCP National Civil Aviation Security Quality Control Program
PHS Physical Inspection (screening method)
QA Quality Assurance
QcC Quality Control
SARPs Standards and Recommended Practices
SeMS Security Management System
SMS Safety Management System
SOP Standard Operating Procedure
SSP Supplementary Station Procedures
ULD Unit Load Device
UPU Universal Postal Union
WCO World Customs Organization
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Glossary of Terms

Act of Unlawful Interference
Acts or attempted acts such as to jeopardize the safety of civil aviation, including but not limited to those acts
defined by ICAO Annex 17 or Member States

Aircraft Operator
A person, organization or enterprise engaged in or offering to engage in an aircraft operation.

Air Waybill
Document made out by or on behalf of the shipper which evidences the contract between the shipper and
carrier(s) for carriage of goods over routes of the carrier(s)

Appropriate Authority (for aviation security)
The authority designated by a State within its administration to be responsible for the development,
implementation and maintenance of the National Civil Aviation Security Programme.

Aviation Security
Safeguarding civil aviation against acts of unlawful interference. This objective is achieved by a combination of
measures and human and material resources.

Baggage
The personal property of passengers or crew carried on an aircraft by agreement with the operator.

Cargo
Any revenue or non-revenue shipment of goods or property other than mail, stores and accompanied or
mishandled baggage that is transported on an aircraft and is not consumed or used during flight.
Revenue cargo-Cargo that is transported on an aircraft for commercial purposes; generates revenue
for the operator.

Non-revenue cargo-Cargo that is transported on an aircraft for non-commercial purposes; does not
generate revenue for the operator.

Note: COMAT (Company Material) is non-revenue cargo.

Note: In IOSA/ISAGO standards, non-revenue cargo and revenue cargo are identically addresseq, for the
purposes of handling, loading, securing and transporting.

Note: In the IOSA/ISAGO standards ‘mail’is considered to be an item of ‘cargo’: therefore, any reference to
cargo also includes mail.

Cargo Aircraft
An aircraft, other than a passenger aircraft, that is carrying cargo.

Cargo Facility
Any facility where cargo acceptance and/or cargo handling operations are conducted.

CN 38
CN documents are standardized forms used within the Universal Postal Union (UPU) framework to accompany
international mail items. They provide essential information for customs and postal operations.

9 IATAIID Guidance Material - Version 3 as at 1 June 2026
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Combi (Combined Passenger and Cargo) Aircraft

An aircraft that can be interchangeably configured for simultaneous carriage of cargo and passengers in
different proportions on the main floor. Combi aircraft typically feature an oversized cargo door, a
strengthened floor, tracks on the cabin floor to allow the seats to be added or removed quickly, and a partition
in the aircraft cabin to allow a mixed passenger/freight combination.

Note: A combi aircraft is defined as a passenger aircraft when it is used to transport passengers.
Note: Passenger aircraft with main deck baggage compartments are excluded from this definition

Company
A sole proprietorship, general partnership, limited liability company, corporation or limited partnership that
pursues commercial aims

Consignee
The person whose name appears on the Air Waybill or in the shipment record as the party to whom the goods
are to be delivered by the carrier

Consignment

(Which is equivalent to the term “Shipment”). One or more pieces of goods accepted by the carrier from one
shipper at one time and at one address, receipted for in one lot and moving on one Air Waybill or shipment
record to one consignee at one destination address

Consignor
The entity or individual who initiates the movement or transport of the goods.

Dangerous Goods
Articles or substances which are capable of posing a risk to health, safety, property or the environment

Designated Operator

Any entity (government or private law entity) officially designated by the government of a UPU member country
to operate postal services and to fulfill the obligations arising from the Acts of the UPU on its territory, in
particular to ensure the acceptance, handling, conveyance and delivery of postal items [UPU Framework for a
Service Agreement]

Despatch

Mail aggregate for which, under the terms of a single despatch agreement, responsibility is (to be) handed over
from one mail processing centre to another and which is accounted for as a unit between the operators
involved

External Service Provider
An external organization engaged by the operator to perform certain operational functions contracted by the
operator

Freight Forwarder
A supply chain entity that receives, coordinates and organizes the movement of shipments for carriage by air
on behalf of other companies

Goods
See ‘Cargo’

High-risk Cargo or Mail

Cargo or mail that is deemed to pose a threat to civil aviation as a result of specific intelligence; or shows
anomalies or signs of tampering which give rise to suspicion.

10 IATAIID Guidance Material - Version 3 as at 1 June 2026
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Individual
A private person tendering goods for shipment who is not pursuing commercial aims on behalf of a company

Known Cargo

A shipment of cargo accepted by a regulated agent, a known consignor or operator directly from a regulated
agent, operator or known consignor, to which appropriate security controls (that may include screening) have
already been applied, and which is thereafter protected from unlawful interference, or

A shipment of unknown cargo that has been subjected to appropriate security controls, made "known”, and
which is thereafter protected from unlawful interference.

Known Consignor

An originator of shipments for transportation by air who has established business with a regulated agent or an
Operator on the basis of having demonstrated satisfaction of specific requirements for safe transportation of
cargo.

Logistics Agent
See 'Freight Forwarder’

Air Mail

Any postal item conveyed in principle by air and with priority. Despatches of correspondence and other items
tendered by and intended for delivery to postal service in accordance with the rules of the Universal Postal
Union (UPU

Operator
An organization that holds an Air Operator Certificate (AOC) and engages in commercial passenger and/or
cargo air transport operations.

Operational Function
A job, duty or task that is performed by personnel of an operator/provider as part of, or in direct support of the
operator's aircraft operations.

Passenger Aircraft
An aircraft that carries passengers.

Screening
The application of technical or other means intended and designed to identify and/or detect weapons,
explosives or other dangerous devices, articles or substances, used to commit an act of unlawful interference.

Secure Cargo

The cargo that has been screened using appropriate methods of screening by a regulated agent, or if it
originates from a known consignor approved by the appropriate authorities, and that remains in the custody of
the secure supply chain protected from unlawful interference until it is loaded on board the aircraft and
thereafter at transfer and transit points.

Secure Supply Chain

The interconnected security procedures that are applied to cargo consignments to maintain the integrity oof
such a consignment from the point where screening or other security controls are applied until it arrives at its
last airport of arrival, including through transit and/or transfer points.

Security Management System (SeMS)

The documented system of an operator and/or a provider that delivers ground handling services for an
operator, which is based on threat assessment to ensure security operations:

* Consistently fulfill all requirements mandated in the applicable national civil aviation security program(s);
* Are conducted in the most efficient and cost-effective manner considering the operational environment.

11 IATAIID Guidance Material - Version 3 as at 1 June 2026
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Shipment
One or more packages of cargo accepted by an operator from one shipper at one time and at one address,
received in one lot for transport to one receiving entity at one destination address.

Shipper
The entity or individual who initiates the trade in goods.

Transfer cargo

Movement of cargo and mail from one carrier to another against a transfer manifest.
Unauthorized Interference

Interference that occurs when:

* Any item for transport on an aircraft (e.g. baggage, cargo, mail, stores, catering equipment) that has been
accepted for transport by an operator and subjected to security controls subsequently is in contact with a
person who has not been screened and/or does not have authorized access to security restricted/sterile
areas where such items are stored and handled.

* There is unauthorized access to passengers, the aircraft and/or property of the operator that are in
security restricted/sterile areas by a person who has not been screened and/or does not have authorized
access to such restricted/sterile areas.

Unknown Cargo
A shipment of cargo that has not been subjected to the appropriate security controls, that may include
screening, or subjected to unlawful interference while in the custody of the secure supply chain.

Unknown Customer
An individual or company that:

a) initially tenders goods for carriage to an air carrier or supply chain entity (such as a Regulated Agent or
Freight Forwarder), and

b) Is not a Known Consignor or Regulated Agent, and;

c) Does not have an established business history or documented contractual relationship with the entity
accepting the goods

An Unknown Customer is typically a private consignor, private individual or walk-in customer who does not
meet the criteria above. A freight forwarder (or equivalent) that consolidates consignments on behalf of
another entity or individual would not be classified as an individual or company that initially tenders the goods
for carriage.

Unsecure Cargo

Any consignment that has not been secured in accordance to the “"Secure Cargo” requirements, meaning not
appropriately screened by a regulated agent, nor subjected to appropriate security controls by a known
consignor approved by the appropriate authorities, nor protected from unlawful interference throughout the
security supply chain from the point where screening or other security controls are applied until it arrives at its
last point of arrival, including through transit and transfer points.

12 IATAIID Guidance Material - Version 3 as at 1 June 2026
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Appendix A

Enhanced Security Measures

The following section outlines a range of enhanced security measures that operators may consider
implementing to supplement existing aviation security framework.

Implementation of these enhanced measures is optional. These measures are based on existing international
aviation security guidance material and best practice, combined with enhanced protocols, specifically aimed at
mitigating the risks posed by IIDs.

1.

Acceptance: The entity accepting the cargo (air carrier or other cargo supply chain entity) should
consider the below points during cargo acceptance and screening:

a. Unknown Customer: When accepting goods from an Unknown Customer, ensure identification
of the individual or company initially tendering cargo is appropriately checked and recorded, and
procedures implemented to detect obvious discrepancies between information declared in
accompanying documentation (such as goods description) and the physical appearance and
characteristics of the cargo consignment, to the extent practicable and permissible under local
laws

b. Payment method: Prohibition of untraceable payment methods (such as cash transactions)

c. Payment Monitoring: Identification of suspicious payment methods

d. Payment Traceability: Ensure details of payment are recorded and traceable

Note: Measure 1 may not apply to postal volume, due to the complexities in identifying senders in certain
jurisdictions.

Screening: For consignments received from an Unknown Customer, consider the application of
additional screening if:

a. During an alarm resolution process, it becomes obvious that the consignment contents do not
broadly match the declared goods description.

b. The consignment is over 500grams and is suspected to contain components such as batteries,
wires, Liquids, Aerosols and Gels (LAGs), that are packed in the same package or parcel as
electrical devices. Items that, by inherent design or construct, integrate components such as
batteries, wires and/or LAGs and electrical componentry may be exempted.

Letter Post, Express Mail Service (EMS) and Parcels: Air Carriers should encourage relevant
Designated Operators and/or the relevant Regulated Agent from whom they receive postal volume to
apply appropriate enhanced security measures and protocols, commensurate with the IID threat, to
letter post and parcels at the point of acceptance.’

Designated Operator Oversight: In cases where the relevant Designated Operator from the air carrier's
State of Registration is not regulated by that State's Appropriate Authority (e.g., a Regulated Agent or
equivalent), Air Carriers should, to the extent practicable, maintain awareness as to the effectiveness of
the security controls applied by the Designated Operator from whom they receive postal volume,
particularly in relation to the point of acceptance.

1 For the definition and size limit of letter post and parcel, refer to the Universal Postal Union (UPU) Regulations to the Convention.

13 IATAIID Guidance Material - Version 3 as at 1 June 2026
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5.

10.

11.

Designated Operator Security Certification: To the extent possible, Air Carriers should encourage the
relevant Designated Operator within their State of Registry, from whom they receive postal volume to
undergo the Universal Postal Union (UPU) Security Certification process and ensure alignment with the
UPU S58 and S592.

Supply-Chain Security: To prevent potential introduction of an IID into a consignment in the supply
chain, and to reduce the risk of potential trusted insider involvement, air carriers or supply chain partners
should consider appropriate countermeasures which increase the protection of facilities, conveyances
and consignments from unlawful interference. Potential measures for consideration may include any of
the following:

a. The use of HS (ISO Standard High Security) tamper evident seals on vehicles used to transport
secure cargo from Known Consignor or Regulated Agent facilities. Once applied, seal numbers
should be documented, assigned to specific points or locations to secure the vehicle doors or
shipment, and the records transmitted to the authorized receiver. Upon acceptance, seal
integrity should be verified, and seal numbers cross-checked against accompanying
documentation

b. The application of security screening to personnel with unescorted access to cargo. If the
application of screeningis not practical, alternative measures that achieve an equivalent security
outcome should be considered

c. Appropriate physical security measures, such as electronic access control systems, intrusion
detection systems and caged/fenced areas to effectively segregate and protect secure cargo
during storage

d. Secure cargo should be stored in a designated area, segregated from non-secure cargo

Security and Safety Training: To the extent possible, Regulators (as applicable), Air Carriers and their
External Service Providers (ESPs) as well as non-regulated entities engaged in the supply chain should
update training curricula for personnel engaged in cargo handling, operations, bookings, cargo
screening or security, covering enhanced safety and security protocols and nature of the IID threat

Screener Training: To the extent possible, Regulators (as applicable) and Air Carriers should ensure
personnel performing cargo screening functions undergo specific training in the detection, identification
and recognition of IID components and combinations. Greater vigilance regarding undeclared or mis-
declared dangerous goods of a type and quantity that is inherently dangerous to aviation safety and the
personnel involved are needed.

Fire Resistant Containers: Where feasible, air carriers may consider the use of Fire-Resistant
Containers (FRC), covers, bags and other fire containment devices and material.

Additional Operational Measures: Any other specific operational security measures necessary for
addressing the IID threat should be detailed in the Air Operator Security Programme (AOSP) or
associated Supplementary Station Procedures (SSPs). These measures should be based on appropriate
threat, vulnerability and risk assessments.

Risk Assessment: Threat and risk indicators should already be established within the air carrier's
Security Management System (SeMS). These indicators should be revised (if necessary, with the new IID

2The UPU Postal Security Group (PSG), in collaboration with other UPU stakeholders has defined the minimum set of security standards
(558 and S59) which can be applied across the postal network
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threat) to effectively assist in determining whether suspicious cargo can be accepted for carriage,
factoring in the different risk profile of air cargo and supply chains when compared with passenger
operations. As part of the risk assessment, other existing counter measures should be taken into
consideration such as onboard fire suppression systems, fire resistant covers, containers and
equipment.

12. Security-by-design: When designing new, or remodelling existing logistics facilities and infrastructure,
consideration should be given to design features that limit, contain, resist and deter the impacts of fire
and explosions.

13. Quality Control: Air carriers should ensure their air cargo security operations, including those
outsourced to ESPs are subjected to continuous oversight and quality control activities, factoring in the
IID threat.

14. Non-compliance: Air Carriers should suspend or terminate customer accounts or business
associations with Regulated Agents and Freight Forwarders where systemic, deliberate or routine non-
compliance with security requirements is identified. This may include receipt of erroneous or fraudulent
data, deliberate or negligent mis-declarations, application of poor security measures or physical
security, or any other negligent or deliberate action that compromises security.

15. Innovation: To the extent possible, air carriers in collaboration with Appropriate Authorities and
suppliers should explore opportunities for innovation and development, including trial and adoption of
new or advanced screening methods, equipment, technology, detection algorithms and software to
detect IID threats, training opportunities and the enhancement of security culture.

15 IATAIID Guidance Material - Version 3 as at 1 June 2026
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Appendix B

Case Study

Incendiary Device Incidents and the Importance of Information Sharing

EXECUTIVE SUMMARY

In July 2024, the global air cargo supply chains faced a critical security challenge following the Improvised
Incendiary Device (IID) incidents. These incidents, involving incendiary devices concealed within parcels,
marked a novel and alarming threat to aviation security. While no injuries or aircraft damage occurred, the
incidents exposed vulnerabilities in global air cargo and supply chain security.

This case study, developed by IATA in collaboration with the Cargo Security Working Group (CSWG) and
various stakeholders, analyses the response. It highlights a significant shortcoming; notably, fragmented and
inconsistent information sharing. Despite the urgency and severity of the threat, information dissemination was
uneven across regions, with many industry actors left uninformed or reliant on unofficial sources.

The lack of coordinated information sharing hindered effective risk assessment and mitigation, leading to
delayed and disjointed responses. Additional or emergency security measures implemented by individual
States were often uncoordinated and prolonged, further complicating the situation. These challenges
underscore a broader disregard for fundamental international information-sharing frameworks, such as those
outlined in ICAO Annex 17.

The IID incidents serve as a stark reminder of the need for a harmonized, multilateral approach to aviation
security. This includes timely and transparent information exchange, adherence to international frameworks,
and coordinated implementation of security measures. Without these, the industry remains vulnerable to
evolving threats that transcend borders and jurisdictions.

METHODOLOGY

Since the IID incidents occurred in July 2024, IATA has been heavily engaged in the ongoing response. This
case study was developed in collaboration with the IATA Cargo Security Working Group (CSWG), drawing on
input from IATA member airlines, industry stakeholders, trade associations, international organizations, and

government partners. All data, records, evidence, and sources used in the creation and findings of this case
study have been anonymized to ensure confidentiality.

IMPROVISED INCENDIARY DEVICE INCIDENTS

In July 2024, air cargo and supply chain interests were subjected to unprecedented acts of sabotage involving
IIDs concealed within parcels. These incidents are summarized on pages 8-9 of this document.
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PROBLEM STATEMENT

The IID incidents revealed weaknesses in the current air cargo and supply chain security framework.
Unfortunately, the response was fragmented, inconsistent, and often misaligned with established international
standards and guidelines. This lack of coordination not only created operational challenges but also
exacerbated the vulnerability (exposed by the IID incidents), hindering development of a cohesive, multilateral
response.

One of the most pressing issues was the inconsistent, or in some cases, entirely absent sharing of crucial
information. After the events of July 2024, some governments did share valuable information and intelligence
with their respective industry stakeholders. However, this was limited to certain countries and regions. As a
result, parts of the global aviation community were left without access to crucial context and details
surrounding the IID incidents, significantly impairing their ability to implement effective mitigation strategies.

DISCUSSION AND ANALYSIS

The absence of reliable, consistent and effective information sharing generated a range of cascading issues
and challenges for industry which are further discussed and explored below:

1. Lack of threat information

Following the IID incidents, there was a distinct lack of information sharing in some jurisdictions,
pertaining to the nature of the threat. Large segments of industry were ‘left in the dark'.

Threat assessment is an essential component of risk assessment since if provides the foundation for
understanding potential dangers, and for mitigating the risks posed by such dangers. The IATA
Security Management Systems (SeMS) Manual defines threat as “the identification of the capability and
intent of a perpetrator to attack a particular target with the potential to harm life, systems, information,
environment and/or property”.

The industry depends on timely, accurate, and consistent information to conduct effective risk
assessments. Without this crucial input, organizations are unable to design and implement appropriate
mitigation measures. A lack of reliable information sharing severely hampers the risk assessment
process and undermines overall security preparedness.

2. Over-reliance on unofficial information

Due to the absence of reliable and accurate information from government in some jurisdictions, some
industry partners were left with no alternative but to rely on other unofficial sources such as media
reports. In many cases, the information received from these sources was patchy, unreliable or
inaccurate. Even when unintentional, inaccurate or misleading information may significantly hinder or
distort an operator’s risk management and risk mitigation process, leaving vulnerabilities exposed.

3. Inconsistent and uneven information sharing

The uneven, protracted and inconsistent levels of information sharing led to fragmentation that
ultimately delayed and hindered harmonized risk mitigation. Some States and industry segments were
in a privileged situation, having received appropriate information pertaining to the events. Conversely,
others had little to no information to work with despite the global nature of the threat. The vulnerability
exposed by the IID incidents was therefore prolonged and exacerbated, due to the absence of a
coordinated response.
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4. International Framework - Information Sharing

The foundational principles of information sharing, and the exchange of information and reporting are
enshrined into Annex 17 — Aviation Security (Annex 17) of the Chicago Convention.

The response to the IID incidents, in some cases revealed a general disregard for this crucial
information sharing framework. With some exceptions, information pertaining to the IID incidents was
not appropriately reported to ICAO or shared among States. Where information was exchanged, it was
often fragmented and confined to specific regions or alliances.

This general neglect of the foundational information-sharing framework had a ripple effect, significantly
undermining industry's ability to understand and evaluate the associated risks in many cases.

5. Additional Security Measures

The IID incidents posed a very real and unprecedented threat to the aviation sector. Inthe immediate
aftermath, some States understandably chose to impose additional security requirements or
emergency measures to counter the immediate threat whilst the situation was assessed.

However, in some cases the additional security requirements and emergency measures were imposed
without sufficient coordination and for extended periods. Due to the general absence of information
sharing, the measures were not harmonized since many jurisdictions and industry segments had
insufficient information pertaining to the nature of the threats. It could also not be guaranteed that
these additional security measures were effectively addressing the root cause for the incident.

6. Higher and Unmitigated Risk

The above issues combined — each underpinned by a lack of information sharing - served to undermine,
delay and complicate a coordinated and informed response. Subsequently, large segments of industry
were placed in a situation where the risk to their operations was unnecessarily and artificially higher
and, in some cases, unmitigated.

SOLUTIONS

Information sharing is one of the cornerstones of aviation security and a range of information sharing practices,
standards and international framework already exist. Effective implementation of these principles is the key
to successful information sharing! A selection of this essential framework is summarized below,
contextualized from both a government and industry perspective.

Government Perspective

The primacy of State sovereignty and national security impacts the ability for States to share information. It
must be acknowledged that States may not always be in a position to share information with their international
and industry counterparts, despite best intentions.

These constraints create a paradox for industry, which relies on information from national authorities to
underpin risk assessment and risk management efforts. Ultimately, the withholding of information merely shifts
the vulnerability. As a suitable compromise - States are encouraged to share sanitized, baseline and factual
information to the best of their ability. This should equip other States and industry with the necessary baseline
information to inform their risk assessment and risk management activity.
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1. Annex 17 Standards and Recommend
Practices

States should therefore recall the fundamental
principles of international cooperation,
organization and exchange of information and
reporting contained in Annex 17. These
baseline principles are summarized below, and

Y .y o 1 |CAO i _»i‘,jr,m.mf al ‘~FH"?
ﬂ. *’ and Recommended Practices

Unrestricted

Annex 17 1 e comention or

Aviation Security

Safeguarding International Civil Aviation
against Acts of Unlawful Interference

Twelfth Edition, July 2022

should be applied in conjunction with the rest of
Annex 17 and relevant National Programmes:

International Cooperation

2.4.3 Each Contracting State shall
cooperate with other States in the
development and exchange of
information concerning national
civil aviation security programmes,
training programmes and quality

control programmes, as necessary.

2.4.4 Each Contracting State shall
establish and implement
procedures to share with other
Contracting States, in a timely
manner, threat information that
applies to the aviation security
interests of those States, to the
extent practicable.

Organization

3.1.5 Each Contracting State shall
establish and implement
procedures to share, as
appropriate, with relevant airport
operators, aircraft operators, air
traffic service providers or other
entities concerned, in a practical
and timely manner, relevant
information to assist them to
conduct effective security risk
assessments relating to their
operations.

Source: Annex 17 — Aviation Security, 12" edition, July 2022

Exchange of Information
and Reporting

5.3.1 Each Contracting State
concerned with an act of unlawful
interference shall provide ICAO with
all pertinent information concerning
the security aspects of the act of
unlawful interference as soon as
practicable after the act is resolved.

5.3.3 Recommendation Each
Contracting State should exchange
information with other Contracting
States as considered appropriate on
the management of response to an
act of unlawful interference, at the
same time supplying such
information to ICAO.
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2. ICAO Aviation Security Manual

The ICAQ Aviation Security Manual (Doc
8973) contains important guidance for
States to develop and implement effective
information sharing practices with other Aviation Security Manual
States, and industry. Doc 8973 proposes a
set of three guiding principles® to support
adequate information sharing,
transparency, mutual respect and
commitment, whilst also respecting State
sovereignty:

Doc 8973 - Restricted

Thirteenth Edition, 2022

1. Respecting the spirit of cooperation defined in bilateral/multilateral Air Services Agreements;
2. Recognizing equivalent security measures; and
3. Focusing on security outcomes.

To further enhance effective information sharing, Doc 8973 outlines the following key
recommendations:

» Implement procedures and mechanisms to facilitate information sharing with stakeholders. These
mechanisms should support industry stakeholders in conducting security risk assessments and
implementing suitable measures to effectively mitigate identified risks?

> Establish information sharing agreements or arrangements with other States*

> Implement measures to handle and communicate sensitive security information®

» Formalize communication channels between aviation security officials of States to facilitate rapid
information exchange, including threat information®

» Establish a clear and harmonized taxonomy for occurrence and incident reporting®

3 Chapter 4, ICAO Aviation Security Manual, 13" Edition, 2022 > Chapter 9, ICAO Aviation Security Manual, 13" Edition, 2022
4 Chapter 2, ICAO Aviation Security Manual, 13" Edition, 2022 6 Appendix 11, ICAO Aviation Security Manual, 13" Edition, 2022
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Industry Perspective

o | Circularity
Information sharing should not be considered as
just one-way - from government to industry. OF | N FORMAT'ON SHAR | NG

Information sharing must be bi-directional, between

industry and government. By virtue of their

business, air carriers maintain close ‘eyes and ears’

over their operations and are usually the first to
identify an attempted or actual aviation security

)

incident impacting their operations. Air carriers I l I l
hold a trove of potentially valuable information, that
may become vital sources of information for GOVERNMENT INDUSTRY

national security authorities. Small, seemingly
innocuous snippets of information, once assessed
by national authorities may translate into vital
intelligence.

It is therefore vital that operators fulfil their obligations to report attempted or actual security occurrences and
security incidents to the relevant authorities. Additionally, IOSA registered airlines should recall their reporting
obligations under the IOSA Standards Manual (ISM), procedures which should also be embedded into their
Security Management Systems (SeMS) Program.

Industry networks, forums and meetings are another important mechanism for information exchange. Air
carriers are encouraged to establish and leverage networks to share and discuss relevant information, which
should occur in tandem with the exchange of information with official/government sources. Air carriers may
also consider the use of third-party OSINT providers to supplement their information exchange.

All lOSA registered airlines are also invited to report safety and security occurrences and incidents via the |ATA
Incident Data Exchange (IDX). For further information on security occurrence and incident reporting, please
refer to the following:

> |ATA: Reporting of Aviation Security Occurrence and Incidents (2025)

» ICAOQ: Incident Reporting Guidance and Taxonomy

CONCLUSION

The IID incidents of 2024-2025 exposed a weakness in the global aviation security system: the general lack of
timely, consistent, and coordinated information sharing. The broader impact on operational continuity, risk
perception, and regulatory coherence was profound. The fragmented response, marked by uneven information
sharing, reliance on unofficial sources, and uncoordinated emergency measures - restricted industry's ability to
respond to emerging threats.

This case study underscores the urgent need for a harmonized, multilateral approach to information sharing
and risk mitigation. Adherence to international framework such as ICAO Annex 17 must be reinforced, not only
in principle but in practice. Governments, industry stakeholders, and international organizations must prioritize
transparent, timely, and inclusive information exchange to ensure that all actors, irrespective of their
geographical location or affiliation, are equipped to respond effectively to evolving threats. Ultimately, the
lessons from these incidents must catalyze a shift toward a more resilient, intelligence-driven security culture
for air cargo.


https://www.iata.org/en/publications/manuals/iosa-standard-manual/
https://www.iata.org/en/programs/security/security-management-system-sems/
https://www.iata.org/en/services/data/safety/gadm/idx/
https://www.iata.org/en/services/data/safety/gadm/idx/
https://www.iata.org/contentassets/1998554ac6624b97a2de8418938eaade/2025-reporting-of-aviation-security-occurrences-and-incidents-april-2025.pdf
https://www.icao.int/Security/SFP/Pages/Incident-Reporting-Guidance-and-Taxonomy.aspx
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Appendix C

Resources, Guidance and Reference Material

The below table outlines a range of resources, guidance and training material that may further assist air carriers in understanding and addressing IID risks

International Civil Aviation Organization (ICAO)

Document Title Purpose

Annex 17-Aviation Security Internationally agreed set of provisions to prevent and suppress all acts of
unlawful interference against civil aviation

Annex 8-Airworthiness of Aircraft Internationally agreed set of provisions that define the minimum basis for the
recognition by States of Certificates of Airworthiness for the purpose of
flight of aircraft of other States into and over their territories

Annex 18-Safe Transport of Dangerous Goods by Air Internationally agreed set of provisions governing the safe transport of
dangerous goods by air

Aviation Security Manual (Doc 8973 — Restricted) Guidance on the implementation of Annex 17 SARPs

Technical Instructions for The Safe Transport of Detailed instructions necessary for the safe international transport of
Dangerous Goods by Air (Doc 9284) dangerous goods by air

Global Aviation Security Plan (GASeP) (Doc 10118) Strategic document to guide States, industry, and ICAQ in their efforts to

enhance aviation security, with six Global Priority Areas

Aviation Security Global Risk Context Statement (Doc Global aviation security risk assessment, including a global threat picture
10108 - Restricted)
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https://www.icao.int/Security/Documents/GLOBAL%20AVIATION%20SECURITY%20PLAN%20EN.pdf

KD

Y

Unrestricted

=2NE
IATA
International Air Transport Association (IATA)
Document Title Purpose
Security Management Systems Manual (SeMS) Manual to support the development and implementation of SeMS and improve
overall security performance and communication
<A, IATA Cargo Handling Manual (ICHM) The ICHM covers the entire shipping process door-to-door, describing the
Annd operating procedures standard in every stage of the chain in plain language

IOSA Standards Manual (ISM)

Contains the IOSA standards, recommended practices (ISARPs), and associated
guidance material, which make up the assessment criteria for the IOSA Audit, and
used by operators to successfully prepare for an audit

Standard Procedures for Preloading Advance
Cargo Information (PLACI) Manual

Guidelines for harmonized and standardized procedures for advance cargo
information filing

IATA Annual Security Reports

IATA’s comprehensive Annual Security Reports (IASR) highlighting key issues
within aviation security (2023 and 2024). The IASRs are a comprehensive readout
of IATA’s efforts, canvassing aviation security locally, regionally and globally.

<&

3-8 Training

International Air Transport Association (IATA) Training

Training Title

Purpose

Air Cargo and Supply Chain Security

Comprehensive air cargo security course for security staff and management

Security Management Systems (SeMS)

Comprehensive course for SeMS development and implementation

Aviation Security Management/Advanced

Aviation security management fundamentals

Aviation Security Awareness

Introduction to security measures and regulations

23 IATAIID Guidance Material - Version 3 as at 1 June 2026



https://www.iata.org/en/publications/manuals/security-management-system-manual/
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https://www.iata.org/en/programs/security/annual-security-report/
https://www.iata.org/en/training/courses/air-cargo-security/tscg02/en/
https://www.iata.org/en/training/courses/security-sems/tscs18/en/
https://www.iata.org/en/training/courses/aviation-security/tscv02/en/
https://www.iata.org/en/training/courses/aviation-security-awareness/tscs13/en/
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Other Resources

Document Title

Purpose

W

WORLD CUSTOMS ORGANIZATION

World Customs Organization SAFE Framework of
Standards

Establishes standards that provide supply chain security and facilitation at a
global level to promote certainty and predictability

ICAO and WCO - Moving Air Cargo Globally

Identifies the roles and responsibilities of these various air cargo entities and
highlights how they can work together effectively to secure air cargo and mail
within the regulatory framework

Universal Postal Union — Postal Security — General
Security Measures

Postal Security — General security measures (S58): General security measures
that define the minimum physical and process security requirements applicable
to critical facilities within the postal network

Universal Postal Union — Postal Security — Office of
exchange and international airmail security

Postal Security — office of the exchange and international airmail security (S59):
Defines minimum requirements for securing operations relating to the transport
of international mail

.\ U.S. Customs and
Border Protection

US. Customs and Border Protection — Air Cargo
Advance Screening Implementation Guide

Detailed requirements and steps for ACAS filers to file predeparture data with
ACAS

European
Commission

European Commission Import Control System, 2

(ICS2) guidance

ICS2 information and guidance

European Commission - Recurrent/supplementary
training for security personnel (Restricted)

[ID and security training information and awareness
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https://www.upu.int/en/postal-solutions/programmes-services/postal-supply-chain/security
https://www.upu.int/en/postal-solutions/programmes-services/postal-supply-chain/security
https://www.upu.int/en/postal-solutions/programmes-services/postal-supply-chain/security
https://www.cbp.gov/sites/default/files/2024-09/ACAS%20IG%20v2.3.1_508.pdf
https://www.cbp.gov/sites/default/files/2024-09/ACAS%20IG%20v2.3.1_508.pdf
https://taxation-customs.ec.europa.eu/customs-4/customs-security/ics2_en#resources
https://taxation-customs.ec.europa.eu/customs-4/customs-security/ics2_en#resources

