How to get a digital certificate for BIX
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Background

This is a process based on email communication with IATA’s Global Baggage Operations team. The
emails are to be sent to baggageservices@iata.org, This process will be replaced by IATA's identity

management solution when implemented.

Flow

Actor IATA

request BIX root certificateT

‘ send BIX root cerificate

Create public and private keﬁ

Create Certificate Sign F{equeslﬁ

send CSR

Sign certificate

4 Signed certificate

configure broker and/or client with:

- BIX root cerificate

- Actor's own certificate signed by IATA
- Private key

Actor IATA



mailto:baggageservices@iata.org

Step by step
Tools

The following example is provided using "X certificate and key management tool” (XCA). It can be
downloaded from https://sourceforge.net/projects/xcal

Other tools exist like open SSL.

Example

Create new XCA data base

X Certificate and Key management — Ol >

File  Import Token Extra Help

New DataBase Ctrl+N sts  Certificates  Templates  Revocation lists
Open DataBase Ctrl+0
Recent DataBases ... r New Cenficate
Set as default DataBase - .
X

Close DataBase Ctrl+F4 =
Options Import
Language K Show Details
Exit Delete

Import PKC5#12

Import PKC5#7

Plain View
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https://sourceforge.net/projects/xca/

Create own private key

X Certificate and Key management

File Import Token Extra Help

Private Keys  Certificate signing requests ~ Certificates  Templates  Revocation lists

Key properties

Name  [ABCABC_Test BIX

Keytype RSA

kKeytype - RSA
Keysize - 4096 bit

%/ Keysize | 4096 bit

[ Remember as defauft

Cancel

Internal name Type Size Use Password New Key
-~
Export
Import
Mew Key Import PFX (PKCS#12)
Show Details
Delete
Database: C:/Users/marquieg/Documents/my BIX certificate/BIX_XCA_DB.xdb Search
X Certificate and Key management - |
File Import Token Extra Help
Private Keys  Certfficate signing requests  Certificates _Templafes  Revocafion lists
5 X Certificate and Key management ? X
Internal name Type Size Use Password New Key
New Key G= Export
Please give a name to the new key and select the desired keysize Import

Import PFX (PKCS#12)
Show Detals

Delete

Database: C:;/Users/marguieg/Documents/my BIX certificate/BIX_XCA_DB.xdb

|Search




X Certificate and Key management - O
File Import Token Extra Help

Private Keys  Certificate signing requests ~ Certificates ~ Templates ~ Revocation lists

Internal name Type Size Use Password New Key
ABCARBC Test BIX RSA 4096 bit 0 Common
Export
Import
Import PFX (PKCS#12)
Show Details
Here is you private key DE 5
Database: C:/Users/marguieg/Documents/my BIX certificate/BIX XCA DB.xdb Search
Create Certificate sign request
X Certificate and Key management - O
File Import Token Extra Help
Private Keys  Certficate signing requests  Certificates ~ Templates ~ Revocation lists
Internal name commonName Signed
g [ New Reguest
[ Export
Import
Certificate signing requests
-» Mew Request Show Details
Delete

Database: C:/Users/marquieg/Documents/my BIX certificate/BIX_XCA_DB.xdb Search




Token X Certificate and Key management

Private Keys  Certificate signing reqy

Internal name commonName  Si

Source  Subject  Extensions  Key usage

Signing request

Create Certificate signing request

e

Netscape = Advanced

unstructuredName |

challengePassword |

Signing

Create a self signed certificate with the serial

Signature algoruthm - SHA 512

Signature algorithm

Template for the new certficate

[default] HTTPS_client
N\
Template for new certificate HTTPS_client

1

SHA 512 <

-

Apply extensions |Apply subject| = Apply al

ana ||

Mew Request
Export
Import

Show Details

Delete

Database: C;/Users/marquieg/Documents/my BIX certificate/BIX_XCA_DB.xdb

Search

X Certificate and Key management
Token

Private Keys ~ Certificate

Jternal nam ommonNarj ~ Source  Subject  Extensions  Key usage

Distinguished name

Create Certificate signing request

Netscape  Advanced

Internal name [ABCABC_Test_BIx

| organizationName |ABCairﬂne

countryMName |abcCN

| organizationalUnitName |ABCbagOps

stateOrProvinceName |abc5tate

| commonhame

localityhame |adeN

|
|
| bagbroker.abc.com |
|pag.t@abc.com| |

| ema}i%ss

Type

Add

//ontent

Delete

: New Request

| Export

| Import
| Show Detais

Delete

make sure commonName matches your
broker or client public domain name

use the private key generated earlier

Private key

/

ABCABC_Test_BIX (RSA:4096 bit)

Database: C\Users\marqui

v [JUsed keys too | Generate a new key

=




X Certificate and Key management ? X
Token
- B 9 . "'\‘
orvatekeys  Certiiate| CTE@tE Certificate signing request JA =)
Source  Subject  Extensions  Keyusage MNetsca Advanced -
Jternal nami ommaonNar ] Y usag pe | New Request
Distinguished name H
| Export
Internal name |ABCABC_Test_BIX | organizationName |ABCairﬂne | T Import
mpol
countryName |abcCN | organizationalUnithame |ABCbagOps | .
Show Details
stateOrProvinceName |abc5tate | commonhName |bagbr0ker.abc.c0m | L
Delete
localityName |adeN | email SS |bag.'rt@abc.c0m| | I

Type //ontent Add

Delete
make sure commonName matches your
broker or client public domain name

| use the private key generated earlier

Private key /

ABCABC_Test_BIX ERSA:4[)96 bit) v [JUsed keys too | Generate a new key

e

Database: C\Users\marqui

X Certificate and Key management - O
File Import Token Extra Help

Private Keys  Certfficate signing requests  Certificates  Templates  Revocation lists

Internal name commaonMame Signed

New Request
J&. ABCABC Test BIX bagbroker.abc.com Unhandled
Export
/ Import
Show Details
your Certificate Sign Request to be sentto IATA Delete

Export the sign request

Database: C:\Users\marquieg\Documents\my BIX certificate\BIX_XCA_DBxdb |Search




- O X
Token
Private Keys = Certificate signing requests  Certificates ~ Templates  Revocation lists
Internal name commonMame Signed New Request
J&. ABCRBC Test BIX bagbroker.abc.com Unhandled
Export
X Certificate and Key management ? X Import
Show Details
Certificate request export ——
Name |ABCABC_Test_BIX |
Filename |C:;’Users/marquiengocumentslmy BIX cert'rﬁcate\,ABCABC_Test_BD(.pem|
PEM Text format with headers
Export Format
PEM (*.pem) ~
Cance
Database: C\Users\marquieg\Documents\my BIX certificate\BIX_XCA_DBxdb |Search |
| Iﬂ = | my BIX certificate - O *
Home Share View o
« v P » ThisPC » Documents > my BIX certificate v Search m... 0@
) Mame Date medified Type Size
3 Quick access
< ABCABC Test_BIX 13/09/2079 10:26 Privacy Enhanced ... 2KB
[ Desktop . - —
| % BIX_XCA_DB 2019 10:26 XCA database TKB
J’ Downloads 5 IATA_Baggage X MQTT /2019 Security Certificate 3KE
|| Documents
=] Pictures Certificate sign request to send to IATA
BRD

digital certificate
my BIX certificate
B videos
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my BIX certificate

Database: C:\Users\marquieg\Documents\my BIX certificate\BIX_XCA_DB.xdb

- O x
Share View 0
» This PC » Documents » my BIX certificate v & Search m... @
~ Mame Date medified Type Size
7 Quick access
< ABCABC Test BIX 13/09/2019 10:26 Privacy Enhanced Mail 2KB
[ Desktop - = —
5] bagbroker.abc.com 13/09/2019 10:33 Security Certificate 3 KB
‘_’ Downloads * { & BIX_XCA_DB 13/09/201910:26  XCA database TKB
=] Documents #* 5] 1ATA_Baggage XML ) 27/08/2019 14:58 Security Certificate 3KB
| Pictures -
EBRD Certificate signed by BIX Certification Authority
digital certificate
my BIX certificate
m Videos
X Certificate and Key management - O X
File Import Token Extra Help
Private Keys  Certificate signing requests ~ Certificates ~ Templates  Rewvocation lists
Internal name Type  Size Use ‘assworc New Key
{1+ ABCABC Test BIX RsA 4056 . 1 Comm..
' | Export |
-r
Import
You can export your private key Import PFX (PKCS#12)
Show Details
Delete

Search
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You now have all you need to configure your BIX client or broker:

4 = | my BIX certificate -
Home Share View Private key
« - v 1

sF Quick access
[ Desktop
* Downloads
|if| Documents
&=/ Pictures
ERD
digital certificate

my BIX certificate

m Videos

» ThisPC » Documents » my BIX certificate

~

MName Date modified

o~ ABCABC Test_BIX

= bagbroker.abc.com

| ¥ BIX_XCA_DB

] IATA_Baggage XML _Pilot_MQTT

13/09/2019 10:38
13/09/2019 10:39

13/09/2019 10:38

Type Size

Privacy Enhanced Mail
Security Certificate
XCA database

Security Certificate

v O

Search m..

4KE
3KB
TKB
3 KB

Own certificate signed by IATABIX CA

IATA's BIX certificate




